
Vol.:(0123456789)

Optical and Quantum Electronics (2023) 55:888
https://doi.org/10.1007/s11082-023-05170-4

1 3

Analysis of single photon detectors in differential phase shift 
quantum key distribution

Vishal Sharma1

Received: 29 April 2023 / Accepted: 8 July 2023 / Published online: 23 July 2023 
© Springer Science+Business Media, LLC, part of Springer Nature 2023

Abstract
In the current research work, an analysis of differential phase shift quantum key distribu-
tion using InGaAs/InP and Silicon-APD (avalanche photodiode) as single photon detectors 
is performed. Various performance parameters of interest such as shifted key rate, secure 
key rate, and secure communication distance obtained are investigated. In this optical fiber-
based differential phase shift quantum key distribution, it is observed that Si-APD under 
frequency conversion method at telecommunication window outperforms the InGaAs/InP 
APD.

Keywords  InGaAs/InP-APD · Si-APD · Dark current · Differential phase shift quantum 
key distribution · Quantum bit error rate · Secure key generation · Hybrid attacks

1  Introduction

Quantum key distribution (QKD) shares the secure secret key among the authenticated 
users, where unconditional security is achieved by the postulates of quantum mechan-
ics, and different from the classical cryptography where computational complexity is the 
basis for the entire cryptography system. Many research communities (Lütkenhaus 2000; 
Waks et al. 2002; Sharma and Bhardwaj 2022) performed security tests and detailed analy-
sis under the realistic scenarios, and concluded that source characteristics such as single 
or entangled photons are one of the performance deciding factors for any quantum-cryp-
tography system. Quantum key distribution was first implemented in 1992 (Bennett et al. 
1992) and desired improvements were developed in (Sharma and Banerjee 2019, 2020, 
2018; Gobby et  al. 2004; Sharma and Bhardwaj 2022; Sharma et  al. 2015, 2016, 2018; 
Sharma 2018; Raj et  al. 2019).Quantum technologies are nowadays being deployed in 
many interdisciplinary industrial applications (Sharma et al. 2021; Sharma 2014; Sharma 
and Panchariya 2015). Wavelength at 1550     nm is the desired one for practical deploy-
ment of quantum communication, as it provides less losses (0.2 dB/km) as compared to 
1300    nm wavelength which offers higher losses (0.35 dB/km). There are various single 
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photon based quantum key distribution protocols implemented experimentally such as 
Bennett-Brassard 1984 (BB84) protocol, the entanglement-based Bennet-Brassard-Mermin 
1992 (BBM92) protocol (Honjo et  al. 2004). In the present work, we consider differen-
tial-phase-shift quantum key distribution (DPS-QKD) protocol (Inoue et al. 2003; Sharma 
2016), deploying weak coherent pulse train (Inoue et al. 2002, 2003), implemented under 
optical-fiber-based experimental parameters based on InGaAs/InP and silicon-APD at tel-
ecommunication wavelengths. For efficient detection of single-photons at 1550 nm, we use 
frequency-up conversion technique (Langrock et al. 2005). We use silicon-APD due to its 
unique properties and advantages such as high quantum efficiency, low dark counts rates 
with high timing accuracy and excellent timing stability, with suitable wavelength conver-
sion to 1550  nm (Pelc et  al. 2012; Sharma and Banerjee 2019), and tuning the experi-
mental parameters to provide very low losses and provides higher secure key rate (SKR) 
Sharma and Sharma (2014) as compared to InGaAs/InP-APD. In addition to these, further, 
we analyze vulnerability of DPS-QKD under different hybrid attacks.

2 � Single photon detectors at third telecommunication window

2.1 � Single photon detectors

Single-photon detection in optical fiber-based quantum key distribution (QKD) has been 
investigated in many applications where InGaAs/ InP avalanche photodiodes were used 
due to their experimental properties in QKD systems (Yoshizawa et al. 2004; Bethune et al. 
2004; Stucki et al. 2001; Bourennane et al. 2001; Gobby et al. 2004). Further, it was ana-
lyzed that due to trapped charge carriers, these detectors suffer from after-pulse effects, low 
quantum efficiencies and hence results in relatively large dark count rates. These drawbacks 
degrade the performance of InGaAs/InP avalanche photodiodes in gated-mode operation. 
Under such conditions (in gated mode), the detector works above the breakdown threshold 
for a limited duration which indicates performance improvement in terms of high photon 
detection efficiency with comparatively less dark counts. After a short interval of time, it 
returns below breakdown for the time duration enough for the trapped charge carrier to leak 
away. In gated mode operation, the device is allowed to work at mega-hertz rates, for which 
trapping lifetime spans microsecond timing. Hence, we are able to reduce the after pulse 
probability by the fraction of gate width to the time separation between gates. At this point, 
it is very important to notice the significance of the gate frequency which is one of the per-
formance deciding factor in almost all type of QKD applications, which decides the pulse 
repetition rate, and further limits the achievable communication rate. In addition to this, 
semiconductor material’s response time is one of the important parameters which decides 
the rate of dark counts produced and responsible for limiting the communication distance 
achieved, and moreover, all these are affected by gate width. In general, gate widths of 1-2   
ns at ∼ 1 MHz pulse repetition frequency are deployed with final dark counts of 10−5 /gate 
order. In the current analysis of DPS-QKD, we are deploying two single photon detectors, 
Si-APD [28] and InGaAs/ InP APDs.

2.2 � Single‑photon detection with frequency up‑conversion

A periodically poled lithium niobate (PPLN) is deployed for sum-frequency generation 
(Roussev et al. 2004), and a strong pump at 1320 nm is allowed to interact with a single 
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photon at 1550 nm . This technique is applied in the 1550 nm up-conversion single-photon 
detector (Langrock et al. 2005). With the use of the PPLN waveguide, it becomes possible 
to convert a signal of very high conversion efficiency to a 700 nm sum-frequency output. 
This is achieved due to the guided wave structure of PPLN waveguide, where the pres-
ence of quasi-phase-matching pattern and the tight mode confinement over longer interac-
tion lengths exist. Further, by applying these methods, silicon APD detects the converted 
information carriers (photons). We are deploying two single photon detectors, Si-APD, and 
InGaAs/ InP APDs. Out of these two detectors, Si-APD is mostly preferred in all indus-
trial and real-field QKD (Quantum Key Distribution ) applications. This is because of its 
high quantum efficiency in the NIR (near infrared region), low after-pulse effects, and low 
dark-count rates, low dead time(45 ns), and a timing resolution as low as (40   ps) [28]. 
These unique characteristics of silicon APD outperforms InGaAs/ InP APDs in almost all 
QKD applications where single-photon detection is achieved with increased value of tim-
ing accuracy and stability up to a count rate of 20 MHz. Sharma and Banerjee (2019); 
Pelc et al. (2012), [28]. The Geiger mode characteristic of Si-APD, which is also known as 
nongated mode of operation, is based on low-after-pulse probability, and helps in achiev-
ing higher communication rate in practical QKD systems. Further, dead time of Si-APD 
diminishes the secure key generation rate, here in Si-APD, it is low dead time(45     ns). 
During this time period that further gives a photodetection event, the photodiode cannot 
reply to next occurrences, and, finally, a larger amount of photon flux saturates the set-up. 
In the up-conversion process, both the quantum efficiency �up and the dark-count rate Dup 
depend on pump power p (Langrock et al. 2005). In Si-APD, 0.46 value of quantum effi-
ciency is obtained, when the 100% photon conversion condition is met, it is possible in the 
case when the phase-matching condition in the waveguide is met and enough pump power 
is present for the said process. In a waveguide, due to three-wave interactions based on 
coupled-mode theory, the fitting curve is obtained from the following relation

where p is in mW, and values of a1 , and a2 are 0.465, and 79.75, respectively.
We believe that the dark-count rate is controlled by the below mentioned nonlinear pro-

cess. At first, the pump photons are dispersed by the fiber and phonons of the PPLN wave-
guide via a spontaneous Raman scattering mechanism. This method escalates straightaway 
with the pump power, and produces a spread of Stokes photons, which contains 1550  nm 
signal wavelength. Afterwards, the noise photons combine with the pump photons in the 
waveguide via the phase-matched sum-frequency generation approach, and generate dark 
counts. The combined process produces a precise quadratic dependence of the dark counts 
on the pump power, as shown in Fig. 2. The following expression generates an accurate 
polynomial fitting curve

where the values of b0 , b1 , b2 , b3 , and b4 are 50, 826.4, 110.3, −0.403, and 0.00065, respec-
tively. The value of power p is given in mW.

Dark counts are also generated by the parametric fluorescence process and up-con-
version of noise signal photons [39, 40]. Here, we find the quadratic relation between 
the dark counts and associated pump power. In such fluorescence processes in the fre-
quency conversion detector, 8.9-� m idler photons are absorbed in lithium niobate, and 
hence more dark counts are produced because of the spontaneous Raman scattering and 

(1)�up(p) = a1 sin
2(
√

a2p),

(2)Dup(p) = b0 + b1p + b2p
2 + b3p

3 + b4p
4, (s−1),



	 V. Sharma 

1 3

888  Page 4 of 17

the the process described. Further, these undesired dark counts can be minimized by 
interchanging the signal wavelengths and pump [12], which is the important process 
generated in a waveguide, where thermal process of excited vibrational states produces 
anti-Stokes scattering gain.

Dark counts limit the performance of the up-conversion detector. The waveguide 
bandwidth decides the number of dark counts which is also responsible for the number 
of noise photons. For a detector with Bd bandwidth, the parameter Dup Hz is defined as 
Dup Hz = Dup∕Bd s−1Hz−1 , where the term Bd is the dark count per mode. In general, an 
ideal communication system can be taken into consideration in which the bit rate B is 
equal to the bandwidth B with a matched filter. Here the measurement time window for 
such an ideal communication system is 1/B. Based on similar concepts, performance of 
quantum key distribution systems are based on a very important parameter known as 
dark counts per time window, dup is equal to Dup Hz. Further, considering the optimum 
filtering case, dup is independent of the bit rate B. In InGaAs/ InP APD in gated mode 
operation, with 1/B gate width, and dAPD is the dark counts per gate, which is computed 
by DAPD∕B , the term DAPD(s

−1) is known as the dark-count rate of the InGaAs/ InP 
APD. In InGaAs/ InP APD, DAPD = 104, s−1 is used. Table 1 represents the dark-count 
quantities used in the current research work, where bit rate is denoted by symbol B and 
the waveguide bandwidth is represented by Bd . In the up-conversion process, the nor-

malized noise equivalent power(NEP) 
√

2Dup

�up
 is reduced, which is related to 

Dup = 6.4 × 103 s−1 and �up = 0.075 . Here the parameter Dup Hz is computed at the 
operating point of the detector. For one of the cases, if the bandwidth, Bd = 50 GHz for 
an up-converter detector, which results in 1.3 × 10−7 as an optimum value of dup . These 
manipulations are prior estimations that play an important role in many practical QKD 
applications for deciding QKD performance parameters of interest. Frequency-up con-
version methods used in quantum communication systems improve the detection perfor-
mance at telecommunication wavelength. Further, waveguide bandwidth also affects the 
number of dark counts in Si-APD and its characteristics also depend on pump power. 
We investigate all these factors in detail in the coming sections.

Fig. 1   DPS-QKD protocol (Inoue et al. 2003). Phase Modulator (PM), Attenuator(ATT), Beam Splitter(BS) 
and Detector(DET)

Table 1   Dark count parameters 
for frequency up-conversion

InGaAs/InP  APD Up-converter

Dark count rate ( s−1) DAPD Dup

Dark counts per mode (s−1Hz−1) – DupHz =
Dup

Bd

Dark counts per time window/gate dAPD = DAPD
1

B
dup = DupHz
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3 � Differential phase shift quantum key distribution protocol

DPS-QKD possesses many non-orthogonal states with many pulses, as shown in Fig.  1 
(Inoue et al. 2003). These pulses, in highly attenuated coherent states are randomly phase 
modulated {0,�} . Bob applies random modulation on the delay time, NT, where N is a 
positive integer, and T is the reciprocal of the clock frequency, detector clicks based on the 
phase difference of the two pulses which are having a NT time difference.Bob announces 
the value of N and the time instances on which the photon was detected. Alice comes to 
know which detector clicked.Based on these events, Alice and Bob assign the bit values to 
the detectors. This protocol is protected from the individual attacks because the two non-
local pulses are used for information encoding in terms of the difference of their respective 
phase information.

Based on the number of detected photons, we calculate the sifted key rate, and the 
secure rate is manipulated from the photon splitting and general individual attacks.

Further, we perform the security analysis of DPS-QKD under some of the well-known 
eavesdropping attacks such as Beam-splitter attack and Intercept-resend attack. Due to 
the fact that, the encoded information of the differential phase of two successive nonlocal 
pulses is transmitted which provides the secure protocol and the protocol becomes robust 
against the said attacks (Inoue and Honjo 2005; Honjo et  al. 2007). To investigate the 
secure communication rate under the said attacks we need to find out the privacy amplifi-
cation shrinking factor ( � ) with respect to average collision probability (pc) under various 
attacks.

Bob’s photon detection probability is expressed as

where,

where � is the mean photon number per pulse, � is the optical fiber loss coefficient in dB/
km, � denotes the detector quantum efficiency, Lr is the losses in the receiver unit, L is the 
communication link in km, between the two authentic users, say Alice and Bob, d denotes 
the dark counts per measurement time window. In pdark , 2 denotes the number of detectors 
used at the Bob’s detection unit. In the ideal case � = 1 , and in a Poisson source, � is a free 
variable which has to tune for optimum performance (Gisin et al. 2002).

where, e and b denote the error rate and baseline system error rates, respectively.
The value of f(e) is based on the error-correction algorithm as mentioned in Table  2 

(Brassard and Salvail 1994).
In privacy amplification procedure, the main shrinking factor �(e, �) is written as

(3)pclick = psignal + pdark,

(4)psignal = ��10−(�L+Lr)∕10,

(5)pdark = 2d,

(6)e =
(
1

2
pdark + b psignal)

pclick
,

(7)� = −log2pc
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where pc is the average collision probability, which shows the amount of Eve’s mutual 
information with Bob and Alice.

The following expression is generated for �.

Source emits photons where fraction of single-photon states is written as

where the pm is associated with the probability of the multi-photon quantum states. In case 
of an ideal single-photon state, pm = 0 or � = 1 . In another type of source the value of pm , 
e.g. the probability of photon emission in Poisson source is expressed as

The term � decides the photon number splitting (PNS) attack. Eve makes PNS attack to 
steal the information fully or partially decided by the term � . Her quantum nondemoli-
tion measurements of the photon number in each pulse hide her presence in between the 
communication line without producing any significant errors. As the source emits multiple 

(8)�(e, �) = −�log2

[

1

2
+ 2

(

e

�

)

− 2

(

e

�

)2]

(9)� =
pclick − pm

pclick
,

(10)pm = 1 − (1 + �)e−�

Table 2   Error-correction 
algorithm given in Brassard and 
Salvail (1994)

e f(e)

0.01 1.16
0.05 1.16
0.1 1.22
0.15 1.35

Fig. 2   Dark count dependency on the applied pump power
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photons, Eve takes advantage of that by taking one photon in quantum memory, and per-
forming a delayed quantum measurement on the photon after the basis announcement 
made by Bob. The PNS attack is the main obstacle that limits the performance of the laser 
source used in BB84 QKD protocol experiments. The loss in the secure communication 
rate with the communication distance, 10

−�L

10  , for small error rate and pdark ≪ psignal ≪ 1 . 
In another case, under the same operating conditions, when the deployed source is an ideal 
single-photon source, it is observed that RBB84 ≈

1

2
�psignal.

Here in all the security analysis we assume that Eve is technically sound and possesses 
a quantum memory with infinitely long coherence time because the authentic users (here 
Alice and Bob) can announce the basis measurement related outcomes with long delay. On 
the other hand, if Eve does not have such a quantum memory she has to perform polariza-
tion measurement with arbitrary random basis selection. In such case, we can write Equa-
tion (8) as follows

BB84 protocol can be designed to be robust against photon number splitting attack by 
deploying decoy states (Lo et al. 2005; Ma et al. 2005; Wang et al. 2005), or altering the 
sifting procedure (Scarani et al. 2004). In addition to these, secure communication distance 
is achieved by using Poisson sources in BB84 QKD protocol.

3.1 � Beam‑splitter attack

Alice transmits multiple photons to Bob, these photons are intercepted by Eavesdropper to 
get the replica of the coherent quantum states. In this strategy, Eve deploys a beam splitter 
with transmission �BS . There are other possibilities, where Eve uses lossless fiber in place 
of lossy fiber. In addition to these, Eve replaces inefficient detectors by ideal detectors at 
the receiver end (at Bob’s end). The probability, psignal , is equivalent to Eq. (5), and is 
known as Bob’s signal photon detection probability. Eve tries to unchange this probability 
value so that she can hide her presence, for that she changes the value of the beam-splitter 
transmission �BS to

The necessary parameters for the above equation is already mentioned. Eve at this stage 
can use an interferometer with M� delay time selected randomly from Bob’s, to get insight 
from the intercepted pulses. The amount of information measured can be calculated as 
follows. The expressions for the detection probability at Bob’s and Eve’s end for a given 
time slot are written as �(1 − �BS) and ��BS , respectively. The term � represents the value 
of mean photon number. Further, the detection probability at the same time instance is 
expressed as �2�BS(1 − �BS) . Analyzing further, it is observed from the concept of condi-
tional probability that the value of probability for an Eavesdropper received a particular 
bit at a given point of time where Bob has already detected the photon at that particular 
time frame is written as �2�BS(1 − �BS)∕��BS = �(1 − �BS) . The expression 1

N
 represents 

the probability value that the Eavesdropper randomly selected M overlaps Bob’s N. At this 
stage, it can be written that the probability value achieved by Eavesdropper in comparison 
to Bob is �(1 − �BS)∕N . This expression for the obtained probability by Eavesdropper is 
valid only and only when she is not well equipped with a quantum memory for infinitely 

(11)�(e, �) = −
1 + �

2
log2

[

1

2
+ 4

(

e

1 + �

)

− 8

(

e

1 + �

)2]

(12)�BS = � 10−(�L+Lr)∕10,
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long coherence time. On the other hand, Eavesdropper can be equipped with a quantum 
memory to store the incoming photon pulses and by the time she listens to Bob’s announce-
ment to frame her strategy accordingly. To be successful in her information-gaining strat-
egy, Eve should possess a quantum memory with long coherence time, as the authentic 
users, Alice and Bob, can randomly delay their individual announcements. Here, Eaves-
dropper deploys an optical switch with a suitable interferometer in place of a beam split-
ter to access the pulses for which Bob already gained the differential phase information. 
Hence, using this technique, there is a significant information gain to Eve, which is equal 
to 2�(1 − �BS) . Finally, using this attack strategy, Eavesdropper obtains pc = 1 amount of 
information which corresponds to the fraction of bits equal to �(1 − �BS)∕N or 2�(1 − �BS) . 
Here the BS (Beam-Splitter) attack does not introduce errors in the two authentic com-
municating parties, Alice and Bob. The rest of the bit fractions are given by (i) In      the      
absence    of    quantum    memory

(ii) In    the    presence    of    quantum    memory

3.2 � Intercept‑resend attack

Eavesdropper applies Intercept-resend attack which is another strategy applied on the photon 
pulses being sent from Alice to Bob. In such a strategy, MT time difference based two pulses 
are hacked by the Eavesdropper, they are passed via an interferometer with the same delay, 
further differential phase measurement takes place, and based on the outcomes Eve sends it to 
Bob. By this strategy, Eve splits a single photon into two with correct phase difference which 
is difficult to detect her presence, and hence Bob considers it as sent correctly by Alice. In this 
way, the Eavesdropper hides her presence. Bob can detect her presence when he measures 
with the probability value (1 − 1∕2N) and the delay value, N ≠ M . Hence, this gives the error 
value equivalent to 1∕2(1 − 1∕2N) . In such a situation, Eve can try the value 2e∕(1 − 1∕2N) 
of the pulse pair, which is less than the error rate, where e is the error rate. For obtaining full 
information by the Eavesdropper, the probability value is 1/2N.

In case of the combined attacks (beam-splitter and intercept-resend attacks), Eve is 
unknown to the bits pc =

1

2
 which are equal to � − e

N(1−1∕2N)
 . In this case, privacy amplifica-

tion shrinking factor is computed as follows

Here Eqs.  13 and 14 are used to calculate � . Now we can express the secure communica-
tion rate equation for Differential Phase-QKD under the combined attack (beam-splitter and 
intercept-resend attacks).

(13)�1 = 1 − �
(1 − �BS)

N
= 1 −

�

N
+

psignal

N
,

(14)�2 = 1 − 2�(1 − �BS) = 1 − 2� + 2psignal,

(15)�(e, �) = � −
e

N(1 − 1∕2N)
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Here transmission repetition rate is represented as � . The dark count probability, pdark , is 
written as

The error rate expression is defined in Eq. (6), and Table  2 shows the values of f(e). 
Under the condition, pdark ≪ psignal ≪ 1 , we obtain the values from Equation  16, 
Rdpsqkd ≈ �(1 −

�

N
)psignal , in the absence of quantum memory, or Rdpsqkd ≈ �(1 − 2�)psignal , 

in the presence of quantum memory. These are satisfying with Gisin et al. (2004); Lo et al. 
(2005).

4 � Results and discussion

With the described parameters and two types of detectors, we investigated the performance 
of Differential Phase shift QKD using frequency up-conversion. The values of the parame-
ters under investigation are � = 0.2dB∕km at 1550 nm, baseline system error rate, b = 0.01 , 
extra loss at receiver end is Lr = 1 dB. Here the secure communication rate in DPS-QKD is 
optimized with respect to the value of the mean photon number, � . Too low value of � gen-
erates high dark counts, and too high values of � is responsible for photon-number splitting 
attack.

It is clear from the simulated results obtained by Equation (16), and as shown in all 
the Figures (from Figs. 3, 4, 5 6, 7, 8, 9, 10, 11, 12) that the performance of the consid-
ered DPS-QKD protocol with two types of single photon detectors is greatly affected 
by detector quantum efficiency � , transmission repetition rate, � , dark counts, d, and 

(16)Rdpsqkd = � pclick{�(e, �) + f (e)[elog2e + (1 − e)log2(1 − e)]}

(17)pdark = 2d

Fig. 3   Secure key generation under the considered attacks, b = 0.01 ; � = 0.2 ; f = 1.16 ; � = 1 ∗ 10
9 ; 

�
1
= 0.155 ; �

2
= 0.35 ; � = 0.21 ; Lr1 = 3.0 ; Lr2 = 2.1 ; d

1
= 9.2 ∗ 10

−6 ; d
2
= 3.5 ∗ 10

−8 ; N
1
= 1 ; N

2
= 10 ; 

N
3
= 100 ; td1 = 200 ∗ 10

−9 ; td2 = 45 ∗ 10
−9 . Here subscript 1 and 2 denote InGaAs-APD and Si-APD, 

respectively
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after pulse probability. Due to non-gated mode operation of Si-APD with considerable 
timing jitter values, we achieve better results at 1 GHz and 10 GHz. The performance 
limiting factor is dead time, td , in such cases. Here, in Poisson process, the two events 
occurring probability value in case of larger time td is given as e−��pclick td , here the value 
of � depends on the number of used detectors. Here, the value of td = 45 ns, is taken into 

Fig. 4   Secure key generation under the considered attacks, b = 0.01 ; � = 0.77 ; f = 1.16 ; � = 10 ∗ 10
9 ; 

�
1
= 0.155 ; �

2
= 0.35 ; � = 0.21 ; Lr1 = 3.0 ; Lr2 = 2.1 ; d

1
= 2.0 ∗ 10

−3 ; d
2
= 3.5 ∗ 10

−8 ; N
1
= 1 ; N

2
= 10 ; 

N
3
= 100 ; td1 = 200 ∗ 10

−9 ; td2 = 45 ∗ 10
−9 . Here subscript 1 and 2 denote InGaAs-APD and Si-APD, 

respectively

Fig. 5   Secure key generation under the considered attacks, b = 0.01 ; � = 0.2 ; f = 1.16 ; � = 10 ∗ 10
9 ; 

�
1
= 0.155 ; �

2
= 0.35 ; � = 0.21 ; Lr1 = 3.0 ; Lr2 = 2.1 ; d

1
= 2.0 ∗ 10

−3 ; d
2
= 3.5 ∗ 10

−8 ; N
1
= 1 ; N

2
= 10 ; 

N
3
= 100 ; td1 = 200 ∗ 10

−9 ; td2 = 45 ∗ 10
−9 . Here subscript 1 and 2 denote InGaAs-APD and Si-APD, 

respectively
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consideration. Using proper curve fitting method Inoue et  al. (2003), we can tune the 
communication distance achieved with the pump power, p. Hence, the obtained opti-
mum results as shown from Figs. 3, 4, 5 6, 7, 8, 9, 10, 11, 12 with the consideration of 
all such situations and the values of different parameters are mentioned in the caption 
of each Figures from Figs. Fig. 3, 4, 5 6, 7, 8, 9, 10, 11, 12 reflect the optimum results 

Fig. 6   Secure key generation under the considered attacks, b = 0.01 ; � = 0.77 ; f = 1.16 ; � = 1 ∗ 10
9 ; 

�
1
= 0.155 ; �

2
= 0.35 ; � = 0.21 ; Lr1 = 3.0 ; Lr2 = 2.1 ; d

1
= 9.2 ∗ 10

−6 ; d
2
= 3.5 ∗ 10

−8 ; N
1
= 1 ; N

2
= 10 ; 

N
3
= 100 ; td1 = 200 ∗ 10

−9 ; td2 = 45 ∗ 10
−9 . Here subscript 1 and 2 denote InGaAs-APD and Si-APD, 

respectively

Fig. 7   Secure key generation under the considered attacks, b = 0.01 ; � = 0.2 ; f = 1.16 ; � = 10 ∗ 10
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of secure key rates ranging from 107 bits/sec to 109 bits/sec, in the range of 200 km to 
310 km communication distance.

Here, we observe that DPS-QKD performs efficiently under the PNS (photon-number 
splitting) attack, as described in the section of security analysis. In the simulated results we 
observe that, in the case when Eve has quantum memory, from Eq. (14), PNS attack does 

Fig. 8   Secure key generation under the considered attacks, b = 0.01 ; � = 0.77 ; f = 1.16 ; � = 1 ∗ 10
9 ; 

�
1
= 0.155 ; �

2
= 0.35 ; � = 0.21 ; Lr1 = 3.0 ; Lr2 = 2.1 ; d

1
= 2.0 ∗ 10

−3 ; d
2
= 3.5 ∗ 10

−8 ; N
1
= 1 ; N

2
= 10 ; 

N
3
= 100 ; td1 = 200 ∗ 10

−9 ; td2 = 45 ∗ 10
−9 . Here subscript 1 and 2 denote InGaAs-APD and Si-APD, 

respectively

Fig. 9   Secure key generation under the considered attacks, b = 0.01 ; � = 0.05 ; f = 1.16 ; � = 1 ∗ 10
9 ; 

�
1
= 0.155 ; �

2
= 0.35 ; � = 0.21 ; Lr1 = 3.0 ; Lr2 = 2.1 ; d

1
= 9.2 ∗ 10

−6 ; d
2
= 3.5 ∗ 10

−8 ; N
1
= 1 ; N

2
= 10 ; 

N
3
= 100 ; td1 = 200 ∗ 10

−9 ; td2 = 45 ∗ 10
−9 . Here subscript 1 and 2 denote InGaAs-APD and Si-APD, 

respectively
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not affect the performance, the reason is that this attack is independent of delay term, N. 
On the opposite side, when Eve has no quantum memory with an infinitely long coherence 
time, the performance (secure key rate and communication distance) is severely affected, 
as shown in the simulated Figures. As shown in the results, when we tune the considered 
parameters, and delay parameter, N (N = 1, 10, 100), we achieve secure key rates ranging 

Fig. 10   Secure key generation under the considered attacks, b = 0.01 ; � = 0.05 ; f = 1.16 ; � = 10 ∗ 10
9 ; 

�
1
= 0.155 ; �

2
= 0.35 ; � = 0.21 ; Lr1 = 3.0 ; Lr2 = 2.1 ; d

1
= 9.2 ∗ 10

−6 ; d
2
= 3.5 ∗ 10

−8 ; N
1
= 1 ; N

2
= 10 ; 

N
3
= 100 ; td1 = 200 ∗ 10

−9 ; td2 = 45 ∗ 10
−9 . Here subscript 1 and 2 denote InGaAs-APD and Si-APD, 

respectively

Fig. 11   Secure key generation under the considered attacks, b = 0.01 ; � = 0.77 ; f = 1.16 ; � = 10 ∗ 10
9 ; 

�
1
= 0.155 ; �

2
= 0.35 ; � = 0.21 ; Lr1 = 3.0 ; Lr2 = 2.1 ; d

1
= 9.2 ∗ 10

−6 ; d
2
= 3.5 ∗ 10

−8 ; N
1
= 1 ; N

2
= 10 ; 

N
3
= 100 ; td1 = 200 ∗ 10

−9 ; td2 = 45 ∗ 10
−9 . Here subscript 1 and 2 denote InGaAs-APD and Si-APD, 

respectively
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from 107 bits/sec to 109 bits/sec, in the range of 200 km to 310 km communication distance. 
These optimum values of performance parameters of DPS-QKD prove its practical feasi-
bility under all the considered conditions. Under two types of detectors used, Si-APD out-
performs under frequency up-conversion in terms of considered performance parameters.

5 � Conclusion

The simulated protocol achieves improved results in terms of secure key generation rate, 
which indicates that the two APDs under consideration performs much better by deploying 
frequency conversion technique in a Periodically poled lithium niobate (PPLN) waveguide. 
Moreover, it is clearly shown in the results that Si-APD with frequency up conversion pro-
vides enhanced communication distance and secure key generation rates as compared to 
InGaAs-APD which are also practically feasible in real field applications where single pho-
ton detection is required at telecommunication wavelength within the acceptable quantum 
bit error rates. In the current research work, two types of single photon detectors at tel-
ecom wavelength are analyzed, one type of detector is InGaAs/ InP APD and another one 
is based on frequency up-conversion method in PPLN waveguide and further detected by 
silicon APD. In addition to this, security analysis under certain attacks and communica-
tion rate equations are derived and analyzed for DPS-QKD protocol. Our simulation results 
clearly indicate that Si-APD with frequency up conversion outperforms InGaAs/ InP APD 
under the considered parameter values and the hybrid attacks discussed. The improved 
simulation results for sifted key rate, secure key rate and quantum bit error rates are clearly 
highlighted which proves that Si-APD with frequency up-conversion outperforms InGaAs/ 
InP APD. Further, Eve’s capabilities were analyzed with and without memory, which 
affects the performance of the overall quantum communication system. Under such condi-
tions, from the simulated results it is clearly observed that at high frequencies i.e. 1 GHz 

Fig. 12   Secure key generation under the considered attacks, b = 0.01 ; � = 0.2 ; f = 1.16 ; � = 1 ∗ 10
9 ; 
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1
= 0.155 ; �
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= 1 ; N

2
= 10 ; 

N
3
= 100 ; td1 = 200 ∗ 10

−9 ; td2 = 45 ∗ 10
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and 10 GHz it is possible to reach more than 300 km with considerably high secure key 
rates. To overcome the problems generated from birefringence and chromatic dispersion in 
fiber cables, it is required to deploy dispersion compensation methods (Fasel et al. 2004) 
and phase-encoding protocols (Honjo et al. 2004). These efforts will further improve the 
discussed performance parameters in realistic quantum communication scenarios.
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