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ABSTRACT
At ITCS 2010, Dziembowski, Pietrzak, and Wichs introduced Non-

malleable Codes (NMCs) which protect against tampering of a

codeword of a givenmessage into the codeword of a relatedmessage.

A well-studied model of tampering is the 2-split-state model where

the codeword consists of two independently tamperable states. As

with standard error-correcting codes, it is of great importance to

build codes with high rates.

Following a long line of work, Aggarwal and Obremski (FOCS

2020) showed the first constant rate non-malleable code in the

2−split state model; however, this constant was a minuscule 10
−6
!

In this work, we build a Non-malleable Code with rate 1/3. This
nearly matches the rate 1/2 lower bound for this model due to

Cheraghchi andGuruswami (ITCS 2014). Our construction is simple,

requiring just an inner-product extractor, a seeded extractor, and

an affine-evasive function.

CCS CONCEPTS
• Theory of computation→ Pseudorandomness and deran-
domization.
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1 INTRODUCTION
The security of cryptographic primitives, oftentimes, hold only

under idealized assumptions. If we take the case of encryption

or digital signatures (or most other primitives), the definition of

security follows a standard template: the adversary gets to observe

input-output behaviour and then needs to attack the primitive. In

most cases, the implicit assumption is that the adversary gets to

learn nothing other than this legitimate input-output behaviour.

There are many instances where such an idealized setting is far

from reality. For instance, there is a powerful class of attacks where

the adversary could tamper with the secret keys of the system

and observe input-output behaviour on these tampered keys. Such

attacks can completely break the security of the system [10, 14, 45].

Motivated by the need to protect data against such tampering

attacks, Dziembowski, Pietrzak andWichs, in their pioneeringwork,

introduced “Non-malleable Codes” (NMCs). Non-malleability is a

widely studied notion in cryptography and strives to defend against

related tampering. Non-malleable codes, in specific, are coding

schemes where the adversary cannot tamper the codeword into

the codeword of a related message. Informally, NMCs provide the

following guarantee: given a codeword 𝐶 of a message 𝑚 and a

function 𝑓 chosen from a tampering family F , decoding 𝑓 (𝐶) gives
something that is either equal to𝑚 or completely independent of𝑚.

This becomes extremely relevant when NMCs are used to store the

secret key. NMCs assure us that the encoding of the secret key may

be tampered with, but the tampered codeword decodes to a message

that is independent of the original secret key. A consequence of this

for the above-mentioned scenario is that observing input-output

behaviour on this tampered key is now rendered useless and the

cryptosystem continues to remain secure.

As observed in [32], it is impossible to build NMCs secure against

unrestricted tampering i.e., when F corresponds to the family of

all functions. (To see this, simply consider the function 𝑓 (𝑐) =

Enc(Dec(𝑐) + 1).) NMCs are therefore built with respect to specific

classes of functions. A well-studied class of tampering functions is

the 2-split-state model where the codeword consists of two states

𝐿 and 𝑅, and the adversary tampers with each of these states in-

dependently. This is a very natural model and indeed such NMCs

have found many applications in securing against physical (leakage

and tampering) attacks [32, 46], domain extension of encryption
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schemes [23, 24], non-malleable commitments [36], non-malleable

secret sharing [4, 12, 35, 47] and privacy amplification [18].

As with standard error correcting codes, the most important

parameter for a non-malleable code is its rate = ^
𝑛 where ^ denotes

the message length and 𝑛 the codeword length. Cheraghchi and

Guruswami [21] showed that the optimal achievable rate for the

2-split-state family is
1

2
. The quest for this holy grail has inspired a

long line of fascinating research, introduced new pseudo-random

objects and intricate proof techniques. Most recently, Aggarwal and

Obremski [9] constructed a constant rate 2-split-state NMC (with

negligible error). While asymptotically significant, they achieve a

constant rate of only around 1/1, 500, 000. Thus, there is an embar-

rassingly large gap between the best achievable rate (1/2) and what
we currently know (1/1, 500, 000)! In this work, we build 2-split state
non-malleable codes with a near-optimal rate 1

3
.

1.1 Our Results
We obtain our construction of a rate-

1

3
NMC via rate boosters

which compile low rate NMCs into high rate ones. Using similar,

but simpler, techniques we also obtain rate boosters for related

primitives called “non-malleable 2-source extractors" (nm2Ext). We

start by explaining our results on nm2Ext before proceeding to

describe our results on NMCs.

Towards the goal of constructing non-malleable codes, Cher-

aghchi andGuruswami [22] introducedNon-malleable Extractors as

a stronger primitive that immediately yields efficient non-malleable

codes as long as the preimage of the extractor is efficiently sam-

plable. Informally, a non-malleable two-source extractor nm2Ext
guarantees that for any independent random sources 𝑋,𝑌 , and

any functions 𝑓 , 𝑔 with at least one of them having no fixed points,

nm2Ext(𝑋,𝑌 ) is indistinguishable from uniform even given nm2Ext
(𝑓 (𝑋 ), 𝑔(𝑌 )).1 It is easy to see that a non-malleable two-source ex-

tractor gives non-malleability for a uniformly random message

(average-case security) while a non-malleable code achieves non-

malleability for everymessage (worst-case security). A non-malleable

two-source extractor can be transformed into a non-malleable code

(Enc,Dec) by setting
2 Enc(𝑚) := nm2Ext−1 (𝑚), and Dec(𝑥,𝑦) :=

nm2Ext(𝑥,𝑦). Non-malleable 2−source extractors have been the

focus of intense study, with several recent results focusing on im-

proving their rate
3
.

Rate Boosters for Non-malleable Extractors. In this work, we

give a rate booster for unbalanced non-malleable two-source ex-

tractors, with one source being much smaller than the other:

Informal Theorem 1. If nm2Ext : {0, 1}𝑛1 × {0, 1}𝑛2 → {0, 1}𝑑 is
a strong non-malleable two-source extractor, with 𝑛2 = 𝑜 (𝑛1), and
Ext : {0, 1}𝑛1 × {0, 1}𝑑 → {0, 1}

𝑛
1

2 is a strong seeded extractor, then
nm2Ext′(𝑥,𝑦) := Ext(𝑥 ; nm2Ext(𝑥,𝑦)) is a non-malleable extractor
with rate 1/2.

1
We say that the extractor is a strong non-malleable two-source extractor if for any

independent random sources 𝑋,𝑌 , and any functions 𝑓 , 𝑔 with at least one of them

having no fixed points, nm2Ext(𝑋,𝑌 ) is indistinguishable from uniform even given

nm2Ext(𝑓 (𝑋 ), 𝑔 (𝑌 )) and 𝑌 .
2
Here, the inverse function nm2Ext−1 (.) , on input𝑚, picks and outputs 𝑥, 𝑦 from

the source distributions 𝑋 and 𝑌 , conditioned on nm2Ext(𝑋,𝑌 ) =𝑚, respectively.

3
The rate of a non-malleable 2-source extractor is defined to be the ratio of the output

length to the sum of the sizes of its two sources.

NME to NMC: Limitations.We note that the transformation from

nm2Ext to NMCs requires arguingworst-case security from average-

case security, which incurs a factor 2
|message size |

penalty in the

security parameter. Most results on building 2-split-state NMCs

have focused on improving the rate of non-malleable two-source

extractors and relied on this lossy transformation to build NMCs.

We argue that this may not help.

Note that the output of a seeded extractor, with seed length 𝑑 , is

at best 2
−𝑑/2

-close to uniform. So we cannot use the transformation

from non-malleable two-source extractors to non-malleable codes

mentioned above, since our construction is unable to handle the

penalty 2
|message size | = 2

𝑛1/2
in the error. (For the error term to

even be just less than 1, 𝑑 > 𝑛1/2 i.e., a setting of parameters where

the transformation above is useless.) We observe that this is not

just a shortcoming of our construction – any construction of a non-

malleable two-source extractor with rate greater than 1/5 can likely

not be transformed to a non-malleable code via the above average to

worst-case transformation. To see this, we note that the existential

construction via the probabilistic method (which is believed to have

optimal parameters) of an Y-non-malleable two-source extractor

given in [22] (Theorem 5.10) requires Y3 · 22𝑛 > 2
2^
, where ^ is the

message length. This implies that Y > 2
(2^−2𝑛)/3

. To obtain a non-

trivial construction of a non-malleable code, we require Y < 2
−^

which gives 2𝑛 > 5^ , i.e., the rate of the non-malleable two-source

extractor is less than 1/5.

Our Non-malleable Code.With this intuition, we deviate entirely

from the approach of building NMCs via Non-malleable 2-source

Extractors. We significantly modify the transformation (in Informal

Theorem 1) and introduce techniques that allow us to circumvent

the average to worst-case penalty to obtain a rate booster directly

for non-malleable codes.

Informal Theorem 2 (Main Result). There exists an efficient, infor-
mation - theoretically secure Y-right-augmented4 non-malleable code
in the 2-split-state model with rate 1/3.
We show two instantiations of the scheme: the first gives us a strik-
ingly simple construction (as we describe in Section 1.2) and achieves
an error of 2−Ω (^

1/5/polylog(^)) ; the second instantiation loses out on

the simplicity but achieves an error of Y = 2

−Ω ( ^

log
3 ^
)
, where ^ is the

size of the message.

In the full version of our paper, we also show an application of

our rate-1/3 non-malleable codes to get the first non-malleable

commitment scheme with computational hiding and statistical hid-

ing, achieving a communication cost of approximately 41 times the

length of the message being committed to.

1.2 Technical Overview
In order to highlight the challenges of building high-rate, 2-split-

state NMCs, we start by recalling a related primitive called Non-

malleable Randomness Encoders introduced by Kanukurthi, Ob-

battu and Sekar [42]. Similar to a 2-split-state NMC, a 2-split-state

NMRE consists of two independently tamperable states 𝐿 and 𝑅.

4
Right-augmented property guarantees that the right state of the NMC is simulatable

independent of the message, along with the tampered message.
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Contrary to an NMC, where the encoder encodes arbitrary mes-

sages, an NMRE’s encoder outputs 𝐿 and 𝑅 such that they decode

to a random string, and herein lies all the difference: while the prob-

lem of building high-rate NMCs has eluded researchers for over a

decade, we know how to build NMREs with rate
1

2
. At the same

time, we emphasize that obtaining a high-rate NMC (instead of

an NMRE) is critical for many applications (such as non-malleable

commitments.)

!

"

#
$%&'(#)

*+, !, " = /, 0

Left State

Right State

Message = 678 #, /

Decoder:

Figure 1: Construction of the non-malleable randomness en-
coder by [42].

Informally, the NMRE of [42] (see Figure 1.) picks the source

𝑤 and seed 𝑠 to a strong seeded extractor (Ext) as well as a key

𝑘𝑤 to a message authentication code (MAC). The code consists

of two states, left: ℓ ∥𝑤 ∥𝜎𝑤 , and right: 𝑟 , where ℓ, 𝑟 are a low-rate

non-malleable encoding of 𝑠, 𝑘𝑤 and 𝜎𝑤 is a tag evaluated on 𝑤

with 𝑘𝑤 as the key. The codeword, if valid, decodes to Ext(𝑤 ; 𝑠).
The high-level idea behind security is that if the codeword was

tampered and leads to a different 𝑠 , then it is independent of 𝑆 and

extractor security applies. This suffices to argue independence of

the tampered message𝑚 from𝑚. (In the case where 𝑠, 𝑘𝑤 = 𝑠, 𝑘𝑤 ,

MAC security comes into play.)

In order to extend this construction to encode an arbitrary mes-

sage𝑚, one option would be to reverse sample𝑤 and 𝑠 such that

Ext(𝑤 ; 𝑠) =𝑚. Unfortunately, this won’t work because, on the one

hand, we require the seed 𝑠 to be short (as it is encoded using a

poor-rate NMC) and, on the other hand, given a source 𝑤 , there

will be at most 2
|𝑠 |

possible messages that could have been en-

coded. In other words, to obtain any meaningful security, 𝑠 needs

to be as long as the message. However, if 𝑠 is long, the above ap-

proach will not yield rate gains. These orthogonal constraints are

the main stumbling block that we overcome in this work. To do

so, we need to somehow use Ext(𝑤 ; 𝑠) to “mask" the message𝑚.

Clearly, since Ext(𝑤 ; 𝑠) needs to be stored in a state different from

the one storing𝑤 , we will consider a target code which has the form

(ℓ ∥𝑤 ∥𝜎𝑤), (𝑟 ∥𝑐), where 𝑐 would depend on the message as well as

the extractor output Ext(𝑤 ; 𝑠) i.e., 𝑤, 𝑠, 𝑐 “shares"𝑚. While there

are many candidates for 𝑐 , the solution to our puzzle lies in figuring

out a 𝑐 with which we can prove non-malleability. Here’s the tricky

part: when the adversary learns the tampered message, she learns

information that depends on Ext(𝑤 ; 𝑠). Furthermore, her tampering

of 𝑟 , which influences the tampered seed 𝑠 and therefore Ext(𝑤 ; 𝑠),
also depends on Ext(𝑤 ; 𝑠). In a nutshell, regardless of what 𝑐 is,

it is clear that leveraging the security of the strong randomness

extractor to argue non-malleability is not straightforward.

Our first idea to overcome this challenge is to allow 𝑐 to be such

that 2Ext(Ext(𝑤 ; 𝑠), 𝑐) =𝑚 where 2Ext is a 2−source extractor. As
it turns out, this construction is secure for the following reason:

even if the tampered output leaks some information about Ext(𝑤 ; 𝑠),
the two source extractor

5
will ensure that the “masking" remains

secure. This leads to an NMC with rate
1

9
in the split-state model.

The main idea behind our final construction is to tackle the

information leakage on Ext(𝑤 ; 𝑠) head-on. In particular, though

the tampered message may leak information about Ext(𝑤 ; 𝑠), we
can ensure that this information is useless as far as breaking non-

malleability is concerned. In fact, we do this while further simplify-

ing our construction: We set the second half of the right state to

be (𝑐 = Ext(𝑤 ; 𝑠) ⊕𝑚)∥𝜎𝑐 where 𝜎𝑐 is a MAC tag of 𝑐 evaluated on

key 𝑘𝑐 . In retrospect, our encoding scheme is nearly identical to

that due to Kanukurthi, Obbattu and Sekar [41]. While [41] gave

a four-state construction, we merge states to obtain a two-state

construction.

We now offer a more detailed overview of the construction as well

as the proof. Our construction uses the following building blocks:

r

𝑀𝐴𝐶 (𝑐)

𝑀𝐴𝐶 (𝑤)

Left State

Right State

Message m

Decoder:

Figure 2: Construction Overview. ℓ, 𝑟 come from augmented
non-malleable code. The encoder proceeds in steps: first, we
randomly sample 𝑠, 𝑘𝑤 , 𝑘𝑐 ,𝑤 (all independently of the mes-
sage we are encoding), then we encode 𝑠, 𝑘𝑤 , 𝑘𝑐 using NMC
into ℓ, 𝑟 . We then set 𝑐 = Ext(𝑤 ; 𝑠) ⊕ 𝑚, and evaluate 𝜎𝑐 as a
MAC tag of 𝑐 on key 𝑘𝑐 , and 𝜎𝑤 as MAC tag of𝑤 on key 𝑘𝑤 .

a message authentication code, a strong seeded extractor, and a

low-rate non-malleable code which we shall use to encode the keys

of the message authentication code and the seed for the seeded

extractor. The overview of the construction can be found in Figure

2. We will use the notation from the above-mentioned figure. Also,

for a variable 𝑋 , 𝑋 will denote its tampering. We proceed with a

slightly simplified sketch of the proof.

Proof Overview. In order to prove non-malleability, we need to

demonstrate the existence of a simulator whose outputs is indis-

tinguishable from the output of the tampering experiment. The

simulator doesn’t use the message; however, it outputs a special

symbol to indicate that the tampered message is unchanged. The

5
A two-source extractor takes two entropic sources and outputs perfect randomness.
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simulator’s output is run through a special wrapper function (typi-

cally called “Copy" function) that, in this case, outputs the original

message.

Our proof proceeds by partitioning our codeword space. Our

simulator will pick a codeword at random, check which partition it

lies in to determine its output. We describe the partitions below:

• P1 = {(ℓ,𝑤, 𝜎𝑤 , 𝑟 , 𝑐, 𝜎𝑐 ) : (𝑤, 𝜎𝑤 , 𝑐, 𝜎𝑐 ) = (𝑤, 𝜎𝑤 , 𝑐, 𝜎𝑐 )∧NMDec(
ℓ, 𝑟 ) = NMDec(ℓ, 𝑟 )}. This partition captures the scenario when,

even after tampering, the inner codeword (ℓ, 𝑟 ) decodes to the

same message, and𝑊,𝜎𝑤 ,𝐶, 𝜎𝑐 remain unchanged. In this case,

the final codeword must decode to the same message.

• P2 = {(ℓ,𝑤, 𝜎𝑤 , 𝑟 , 𝑐, 𝜎𝑐 ) : (𝑤, 𝜎𝑤 , 𝑐, 𝜎𝑐 ) ≠ (𝑤, 𝜎𝑤 , 𝑐, 𝜎𝑐 )∧NMDec(
ℓ, 𝑟 ) = NMDec(ℓ, 𝑟 )}. P2 captures the scenario when, the decod-

ing of the inner code remains unchanged after tampering, while

one of the pairs (𝑊,𝜎𝑤) or (𝐶, 𝜎𝑐 ) are changed. We will show

that if this event occurs then, using the security of MACs, the

tampering is detected with overwhelming probability.

• P3 = {(ℓ,𝑤, 𝜎𝑤 , 𝑟 , 𝑐, 𝜎𝑐 ) : NMDec(ℓ, 𝑟 ) ≠ NMDec(ℓ, 𝑟 )}. P3 cap-
tures the scenario that the inner code is non-trivially tampered

and does not decode to NMDec(𝐿, 𝑅). In this case, we will show

that the tampered codeword is independent of the original mes-

sage𝑚.

The simulator generates the codeword ((𝐿,𝑊 , 𝜎𝑤), (𝑅,𝐶, 𝜎𝑐 ))
of a random message. If this simulated codeword is in P1, it out-
puts same∗. Recall that the wrapper function will then output the

original message. If the simulated codeword is in P2, the simulator

outputs ⊥, else the simulator outputs Dec
(
(𝐿,𝑊 , 𝜎𝑤), (𝑅,𝐶, 𝜎𝑐 )

)
.

(Note that our code is right-augmented i.e., it satisfies a stronger

notion of security where the right state of the codeword can be

revealed without breaking non-malleability.)

To prove non-malleability, we need to show that this behaviour

of the simulator is indistinguishable from that of the tampering

experiment. To do this, we first show that the probability of a code-

word being in any given partition is independent of the message
6
.

Next, we show that the output of the tampering experiment is, in

each case, indistinguishable from the simulator’s output.

For the case where the codeword is in partition P1, it is clear that
the simulator output is identical to that of the tampering experiment.

We, therefore, focus on the other two cases.

1.2.1 Case 1: Codeword is in P2 i.e.,NMDec(𝐿, 𝑅) = NMDec(𝐿, 𝑅).
Intuitively, we would like to argue that the tag keys 𝐾𝑤 , 𝐾𝑐 will

remain securely hidden from the adversary, and if he decides to

tamper with𝑊 or 𝐶 he will not be able to fake tags 𝜎𝑤 , 𝜎𝑐 . Thus

either the whole codeword remains untampered (in which case, we

are in P1) or the new codeword will not be valid.

The standard approach would be to argue that if Pr(NMDec(𝐿, 𝑅) =
NMDec(𝐿, 𝑅)) is not too small then

Pr(tampered codeword is valid ∧(𝑊,𝐶) ≠ (𝑊,𝐶) | NMDec(𝐿, 𝑅) =
NMDec(𝐿, 𝑅)) is negligible.
However we have to be delicate here. For example if adversary

wants to tamperwith𝑊 he has access to𝐿 and knows thatNMDec(𝐿
, 𝑅) = NMDec(𝐿, 𝑅). This reveals some information about 𝑅 and

6
This proof relies on the secret sharing property of the non-malleable code as well as

the security of the strong randomness extractor.

thus adversary potentially might get hold of some partial informa-

tion about the encoded data (and 𝐾𝑤 , 𝐾𝑐 in particular). This is why

it is actually easier to directly argue that

Pr(tampered codeword is valid ∧ (𝑊,𝐶) ≠ (𝑊,𝐶)
∧ NMDec(𝐿, 𝑅) = NMDec(𝐿, 𝑅)) (1)

is negligible. Notice that the codeword will not be valid in only one

of three cases: if NMDec(𝐿, 𝑅) = ⊥ or if one of the MACs on𝑊

or 𝐶 does not verify correctly. Since NMDec(𝐿, 𝑅) = NMDec(𝐿, 𝑅)
we know that the only options left are the failures to verify MACs.

Moreover we know that (𝐾𝑤 , 𝐾𝑐 ) = (𝐾𝑤 , 𝐾𝑐 ), thus Inequality 1 can
be rewritten:

Pr(Vrfy𝐾𝑤
(𝑊,𝜎𝑤) = Vrfy𝐾𝑐

(𝐶, 𝜎𝑐 ) = 1 ∧ (𝑊,𝐶) ≠ (𝑊,𝐶)
∧ NMDec(𝐿, 𝑅) = NMDec(𝐿, 𝑅)) (2)

is negligible. Now we can upper-bound the term in the Inequality

2 by the following

Pr(Vrfy𝐾𝑤
(𝑊,𝜎𝑤) = Vrfy𝐾𝑐

(𝐶, 𝜎𝑐 ) = 1 ∧ (𝑊,𝐶) ≠ (𝑊,𝐶)) .

Which by the union bound can be upper-bounded with

Pr(Vrfy𝐾𝑤
(𝑊,𝜎𝑤) = 1 ∧𝑊 ≠𝑊 ) + Pr(Vrfy𝐾𝑐

(𝐶, 𝜎𝑐 ) = 1 ∧𝐶 ≠ 𝐶).

Finally, we can argue that each of the elements of the sum is neg-

ligible. Notice that when tampering with𝑊 adversary has access

to 𝐿 but that can not reveal any information about 𝐾𝑤 since every

non-malleable code is a secret sharing scheme. The rest follows

from the security of MACs.

1.2.2 Case 2: Codeword is in P3 i.e.,NMDec(𝐿, 𝑅) ≠ NMDec(𝐿, 𝑅).
In this case, we will follow the adventures of the seed 𝑆 ; the MACs

and keys do not play any role here. In fact, for the purposes of this

proof sketch, we will ignore the MAC keys and tags. We will also

assume that this case (i.e., codeword ∈ P3) occurs with substantial

probability (else we don’t have to worry about it). In such a case,

we will argue that the final message is independent of the original

message.

To provide a proof sketch for this case, we consider the fol-

lowing modified construction: Let (ℓ, 𝑟 ) ← NMEnc(𝑠), where
(NMEnc,NMDec) is the low-rate non-malleable code. Pick a ran-

dom𝑊 , the source for a strong extractor. Then the left state of

the final non-malleable code is ℓ ∥𝑤 (where𝑤 is sampled from𝑊 ).

The right state is 𝑟 ∥(𝑐 = Ext(𝑤 ; 𝑠)). In other words, we’ve simply

removed the MAC keys and tags. While this is obviously not a

secure non-malleable code, we use this construction for the sake of

ease of exposition.

By the properties of the augmented NMC
7
we know that there

is a simulator NMSim that outputs 𝑆sim, 𝐿sim. Given that we are in

the case where NMDec(𝐿, 𝑅) ≠ NMDec(𝐿, 𝑅), 𝑆sim is independent

of 𝑆 . As discussed earlier, this knowledge alone doesn’t suffice for

us. The tampering of 𝑅 (which influences 𝑆) depends on 𝐶 which

in turn uses the extractor output. In order to output the tampered

message, we need to be able to compute Ext(𝑊 ; 𝑆). We handle this

by using a Markov style argument, as we shall see shortly.

7
Augmented NMC is a natural extension of NMC (and equivalent of strong extraction

property). We require that NMDec(𝐿, 𝑅) is equal or independent of NMDec(𝐿, 𝑅)
and revealing 𝐿 or 𝑅 doesn’t ruin this independence.
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Non-malleability of the underlying NMC:. To use the non-malleability

of the inner code, (NMEnc,NMDec), consider the tampering func-

tions 𝑓 ∗, 𝑔∗ on (𝐿, 𝑅) that sample𝑊,𝐶 uniformly and then compute

𝑓 ∗ (𝐿) = 𝑓1 (𝐿,𝑊 ) and𝑔∗ (𝑅) = 𝑔1 (𝑅,𝐶). Let 𝑆 = NMDec(𝑓 ∗ (𝐿), 𝑔∗ (𝑅)).
By the augmented non-malleability of (NMEnc,NMDec), there ex-
ists a simulator NMSim such that

𝑆, 𝐿, 𝑆,𝑊 ,𝐶 ≈ Copy(`,NMSim), 𝑆,𝑊 ,𝐶 , (3)

where the output of NMSim depends on𝑊,𝐶 and the functions

𝑓1, 𝑔1. By augmented non-malleability, recall that NMSim is parsed

as the joint distribution (NMSim1, 𝐿
Sim).We further denoteNMSim1

by 𝑆sim, when NMSim1 is conditioned to not output same∗ or ⊥.
We denote by 𝐸1 the event that (𝐿,𝑊 , 𝑅,𝐶) ∈ P3, 𝐸2 the event

that 𝑆 ≠ 𝑆 (Note that 𝐸1 is the same as 𝐸2), and 𝐸3 the event that

NMSim1 ∉ {(same∗, 𝑆)}. We first show that Pr[𝐸3] is high.
From here, using properties of statistical distance, and expanding

out the definition of copy, we show that:

(𝑆, 𝐿, 𝑆,𝑊 ,𝐶) |𝐸2 ≈ (𝑆
sim, 𝐿Sim, 𝑆,𝑊 ,𝐶) |𝐸3 (4)

We next show that the (average) conditional entropy of𝑊 given

𝑆sim, 𝐿Sim, Ext(𝑊 ; 𝑆) is high; here 𝐿Sim and𝑊 are tamperings of

𝐿Sim,𝑊 and can be computed as their deterministic function. In

particular, we have that

H̃∞
(
𝑊 |𝑆sim, 𝐿Sim, Ext(𝑊 ; 𝑆sim)

)
is high (as (𝑆sim, 𝐿Sim, Ext(𝑊 ; 𝑆sim)) are “small enough").

Further, since 𝑆 is independent of 𝑆sim, we use the strong extrac-

tor property of Ext, to show the following:

Ext(𝑊 ; 𝑆) ≈ 𝑈 |𝑆, 𝐿Sim,𝐶, 𝐿Sim, Ext(𝑊 ; 𝑆sim), 𝑆sim (5)

In order to proceed with the proof, we will prove a statement

similar to the one above; except that instead of the tampered seed

being simulated, we will let it be the tampered seed (in the under-

lying non-malleable code). (Eventually we would need to replace 𝐶

by 𝐶 := Ext(𝑊 ; 𝑆) ⊕𝑚.)

For the remainder of the proof, let 𝐿,𝑊 , 𝑅,𝐶 be distributed as

𝐿,𝑊 , 𝑅,𝐶 |𝐸1 . Also, let 𝑆, 𝐿, 𝑅,𝑊 be the corresponding tampered

random variables, after tampering conditioned on the event that

(𝐿,𝑊 , 𝑅,𝐶) ∈ P3. For ease of notation, in the remainder of the

exposition below, we skip writing the conditioning on 𝐸1/𝐸2/𝐸3
(but this exists throughout). By inequality 4 and using simple prop-

erty of statistical distance, we can get the following inequalities

corresponding to the LHS and RHS of inequality 5 respectively:

Ext(𝑊 ; 𝑆), 𝑆, 𝐿Sim,𝐶, 𝐿Sim,Ext(𝑊 ; 𝑆sim), 𝑆sim

≈ Ext(𝑊 ; 𝑆), 𝑆, 𝐿,𝐶, 𝐿, Ext(𝑊 ; 𝑆), 𝑆
(6)

U, 𝑆, 𝐿Sim,𝐶, 𝐿Sim, Ext(𝑊 ; 𝑆sim), 𝑆sim ≈ U, 𝑆, 𝐿,𝐶, 𝐿, Ext(𝑊 ; 𝑆), 𝑆
(7)

Applying triangle inequality on Inequalities (5), (6), (7), we get that

Ext(𝑊 ; 𝑆) ≈ 𝑈 |𝑆, 𝐿,𝐶, 𝐿, Ext(𝑊 ; 𝑆), 𝑆 (8)

Note that in the equation above, there is no dependence on𝑚 on

either side as 𝐶 is independent of𝑚. Ultimately, we would like to

say that the output of the tampering experiment is indistinguishable

from the simulated output. We accomplish this in three steps:

1. Adding 𝑅. In equation 8, the only information correlated to𝑊

and 𝑅 is 𝑆 . Since Ext(𝑊 ; 𝑆) ≈ U even given 𝑆 , we can safely add 𝑅

to Equation 8.

Ext(𝑊 ; 𝑆) ≈ 𝑈 |𝑆, 𝐿,𝐶, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝑅, 𝑔1 (𝑅,𝐶) .

From here, we would ideally like to drop 𝐶 and somehow bring

back the dependence on𝑚 via 𝐶 . For now, we drop 𝐶

Ext(𝑊 ; 𝑆) ≈ 𝑈 |𝑆, 𝐿, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝑅, 𝑅 . (9)

The way we’ll bring 𝐶 is to condition 𝐶 on being a “cipher of𝑚".

For that, we first need to prove that 𝐶 is independent of𝑊 given

appropriate auxiliary information.

2. Capturing 𝐶’s correlation with𝑊 . In this step, we will prove

that 𝐶 is independent of𝑊 given 𝑆, 𝐿, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝑅, 𝑅. We first

observe that 𝐶 is independent of𝑊 given (𝐿, 𝑅, 𝑆). Now we would

like to add the other random variables in the auxiliary information.

We use a Lemma due to Dziembowski and Pietrzak [31, Lemma

4] which states that independence in the presence of additional

auxiliary information is indeed possible, provided it satisfies a few

properties:

• The auxiliary information may be computed in multiple

steps.

• Computation in all of the steps can use (𝐿, 𝑅, 𝑆) and the part

of the auxiliary information generated in previous steps.

• Computation in a given step can either depend on 𝐶 or𝑊

but not both.

By computing auxiliary information in the order 𝐿 followed by 𝑅

followed by Ext(𝑊 ; 𝑆), we can easily prove that 𝐶 is independent

of𝑊 given 𝑆, 𝐿, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝑅, 𝑅.

3. Conditioning 𝐶 appropriately. Since𝑊 is independent of 𝐶

given appropriate auxilliary information, in Equation 9, we can

condition 𝐶 to either be𝑚 ⊕ Ext(𝑊,𝑆) or𝑚 ⊕ 𝑈 . (Note that the
former is identical to 𝐶 .) By doing so, Equation 9 will lead to the

following 𝐶, 𝑆, 𝐿, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝑅, 𝑅 ≈ U, 𝑆, 𝐿, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝑅, 𝑅,
where 𝑅, 𝑆 are appropriately computed.

The desired result follows by observing that the tampered codeword

is a function of

𝐿, 𝑅, Ext(𝑊 ; 𝑆),𝐶, 𝑅 .

Putting it Together. So far, we’ve described the simulator and

sketched the proof for showing that the simulated output is in-

distinguishable from the tampered output in each of the cases. To

complete the proof, we need to combine all three cases and, in par-

ticular, the probability that the codewords (tampered vs simulated)

lie in each of the partitions needs to be analysed.

Candidate Instatiation. While we can turn any augmented non-

malleable code (or randomness encoder) into a good rate non-

malleable code, a very simple result can be obtained using [6]. To en-

code a message𝑚 all we will need is an affine evasive function ℎ. It is
a functionℎ : F𝑝 →M∪⊥ such that Pr(ℎ(𝑎𝑈 +𝑏) ≠ ⊥ | ℎ(𝑈 ) =𝑚)
is negligible for all 𝑎, 𝑏,𝑚, and 𝑈 |ℎ(𝑈 ) = 𝑚 should be efficiently
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samplable, the construction of the said function can be found in

[1, 6]. The encoding procedure is described in Figure 3.

Short and Simple: The Encoding Procedure:

(1) Sample 𝑠, 𝑘𝑤 , 𝑘𝑐 ,𝑤 uniformly at random.

(2) Sample 𝑥 uniformly random, such that ℎ(𝑥) = 𝑠, 𝑘𝑤 , 𝑘𝑐 .

(3) Sample ℓ, 𝑟 ∈ F𝑛𝑝 uniformly random, such that ⟨ℓ, 𝑟 ⟩ = 𝑥 .

(4) Evaluate 𝑐 = Ext(𝑤 ; 𝑠) ⊕𝑚.

(5) Calculate MACs 𝜎𝑐 = Tag𝑘𝑐 (𝑐) and 𝜎𝑤 = Tag′𝑘𝑤 (𝑤).
The final output is: on the left: ℓ,𝑤, 𝜎𝑤 , and on the right: 𝑟, 𝑐, 𝜎𝑐 .

Figure 3: Simple non-malleable code with a great rate. Here
ℎ is an affine evasive function. The decoding procedure is
analogous: the decoder inverts Steps 3 and 2, obtains keys
𝑘𝑤 , 𝑘𝑐 , verifies MACs from the Step 5 and proceeds to obtain
themessage via the Step 4. If in Step 2 the functionℎ outputs
⊥, then the decoder aborts and outputs ⊥.

1.3 Related Work
We now sketch the landscape of this area and particularly sum-

marize the results on 2-split-state NMCs in Table 1. In [32], in

addition to introducing non-malleable codes, Dziembowski et al.
also introduced a model of tampering called the 𝑡-split-state model,

where the codeword consists of 𝑡 independently tamperable states.

They give the first NMC constructions in the 𝑛-split-state model

(where 𝑛 is the codeword length), with rate ≈ 0.19, and the 2-split-

state model (using random oracles). Dziembowski, Kazana and

Obremski [30] provided the first construction of 2-split-state NMCs

without any assumptions. Their construction enabled encoding of

1-bit messages and used two-source extractors. The first NMC in

the 2-split-state model for 𝑘-bit messages was given by Aggarwal,

Dodis and Lovett [6], which used inner product extractors with tools

from additive combinatorics. In [21], Cheraghchi and Guruswami

brought focus to the rate =
message length
codeword length of non-malleable codes.

In particular, they showed that the optimal achievable rate for the

𝑡-split-state family is 1 − 1/𝑡 . Note that in the split-state tamper-

ing model, having as few states is most desirable, with 2 states

being the best achievable. By the above result, the best possible

rate for the 2-split-state model is therefore
1

2
. A long series of

works
8
[5, 9, 17, 20, 22, 37, 41–44] has made partial progress to-

wards achieving these parameters. We now discuss some of these

results. The work of Cheraghchi and Guruswami [22] gave the

first optimal rate non-malleable code in the 𝑛-split-state model

(where 𝑛 is the codeword length). More importantly, this work in-

troduced non-malleable two-source extractors and demonstrated

that these special extractors can be used to generically build 2-

split-state NMCs. This connection has led to several fascinating

8
Other works have considered non-malleable codes in models other than the 2-split-

state model or under computational assumptions [2, 8, 11, 34, 39], [5, 13, 15, 16, 19, 25,

26, 29, 33, 37], of which, rate optimizing compilers have been built for some (weaker)

tampering models like the bitwise and permutation tampering [11], and the local

tampering [37], or in the computational setting [2].

works [17, 20, 43, 44] striving to improve the rate and number of

states of non-malleable codes. Most notably, Chattopadhyay and

Zuckerman [20] built a 10-state NMC with a constant rate, making

this the first constant rate construction with a sublinear number of

states. They achieve their result by first building a non-malleable

extractor with 10 sources and then using the connection due to [22].

Aggarwal, Dodis, Kazana and Obremski [5] introduced the concept

of non-malleable reductions – which would later be used to build

constant rate NMCs [9]. The work of Kanukurthi, Obbattu and

Sekar [41] used seeded extractors to build a compiler that trans-

forms a low rate non-malleable code into one with high rate and, in

particular, obtained a rate 1/3, 4−state non-malleable code. This was

subsequently improved to three states in the works of Kanukurthi,

Obbattu and Sekar [42] as well as Gupta, Maji andWang [37]. Li [44]

obtained 2-split-state NMC with rate 𝑂 ( log log log(1/𝜖)
log log(1/𝜖) ) (where 𝜖

is the error). Particularly, this gave a rate of 𝑂 (log log(𝑛)/log(𝑛)),
for negligible error 𝜖 = 2

−Ω (𝑛)
, and a constant rate for constant

error, making this the first constant rate scheme in the 2−split-state
model. The most recent work of Aggarwal and Obremski [9] re-

lied on the concept of non-malleable reductions and built the first

constant rate 2-split-state NMC with negligible error.

Table 1: Prior Work on 2-state NMCs (𝑛 is codeword length)

Work Rate

[32] 1/6 (Existential, Random Oracle Model)

[21] 1/2 (Existential, Lower bound)
[30] Ω(1/𝑛) (Only for 1-bit messages)

[1, 3, 6] Ω(1/𝑛4/5)

[5] 𝑛−Ω (1)

[17] 𝑛−Ω (1)

[43] Ω(1/log(𝑛))
[44] Ω(log log(𝑛)/log(𝑛))
[44] Ω(1) (with constant error)

[9] ≈ 1/1, 500, 000
Our Result 1/3

1.4 Organization of the Paper
We describe the preliminary building blocks in Section 2. We then

describe our rate boosters for the non-malleable codes in Section

3. Finally, we describe our rate boosters for the non-malleable ran-

domness extractors in Section 4.

2 PRELIMINARIES
2.1 Notation
We begin by describing some notations which we use. We use

𝑠 ∈𝑅 𝑆 to denote that 𝑠 is sampled uniformly from the set S, and
𝑥 ← 𝑋 to denote that 𝑥 is sampled from the probability distribution

X. The concatenation of two binary strings 𝑥 and 𝑦 is denoted
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by 𝑥 ∥𝑦. We denote the length of a binary string 𝑥 by |𝑥 |, and the

cardinality of any set 𝑆 by |𝑆 |. For any set 𝑆 ,𝑈𝑆 denotes the uniform
distribution on 𝑆 , and we use the shorthand𝑈ℓ to represent𝑈 {0,1}ℓ ,
for any integer ℓ > 0. All logarithms are over base 2. The set

𝑋\𝑌 def

= {𝑥 : 𝑥 ∈ 𝑋, 𝑥 ∉ 𝑌 }, is the set of elements in 𝑋 that are not

in 𝑌 .

For any event 𝐸, and any random variable 𝑋1, 𝑋1 |𝐸 denotes the

distribution of the random variable 𝑋1 conditioned on the event

𝐸. For any random variables 𝑋1, 𝑋2 and an event 𝐸, (𝑋2, 𝑋1 |𝐸,𝑋2
)

denotes the distribution where we sample 𝑋2 according to its mar-

ginal distribution, and then sample 𝑋1 conditioned on the choice

of 𝑋2 and the event 𝐸.

2.2 Statistical Distance and Entropy
Let 𝑋1, 𝑋2 be two probability distributions over some set 𝑆 . Their

statistical distance is

Δ(𝑋1;𝑋2)
def

= max

𝑇 ⊆𝑆
{Pr[𝑋1 ∈ 𝑇 ]−Pr[𝑋2 ∈ 𝑇 ]} =

1

2

∑
𝑠∈𝑆

����Pr
𝑋1

[𝑠] − Pr
𝑋2

[𝑠]
����

(they are said to be Y-close if Δ(𝑋1;𝑋2) ≤ Y and denoted by 𝑋1 ≈Y
𝑋2). We shorthand Δ(𝑋1, 𝑌 ;𝑋2, 𝑌 ) by Δ(𝑋1;𝑋2 |𝑌 ) for any random

variables 𝑋1, 𝑋2, 𝑌 . The min-entropy of a random variable 𝑊 is

H∞ (𝑊 ) = − log(max𝑤 Pr[𝑊 = 𝑤]). For a joint distribution (𝑊, 𝐸),
the (average) conditional min-entropy of 𝑊 given 𝐸 is defined

in [28] as

H̃∞ (𝑊 | 𝐸) = − log( E
𝑒←𝐸
(max

𝑤
Pr[𝑊 = 𝑤 |𝐸 = 𝑒]))

(here the expectation is taken over 𝑒 for which Pr[𝐸 = 𝑒] is nonzero).
For a randomvariable𝑊 over {0, 1}𝑛 ,𝑊 |𝐸 is said to be an (𝑛, 𝑡)−source
if H̃∞ (𝑊 |𝐸) ≥ 𝑡 .We require the following lemma about conditional

min-entropy.

Lemma 2.1. [28] If 𝐵 has at most 2_ possible values, then H̃∞ (𝐴 |
𝐵) ≥ H∞ (𝐴, 𝐵) − _ ≥ H∞ (𝐴) − _, and, more generally, H̃∞ (𝐴 |
𝐵,𝐶) ≥ H̃∞ (𝐴, 𝐵 | 𝐶) − _ ≥ H̃∞ (𝐴 | 𝐶) − _.

Lemma 2.2. For any random variables 𝐴, 𝐵, if 𝐴 ≈𝜖 𝐵, then for
any (possibly randomized) function 𝑓 , 𝑓 (𝐴) ≈𝜖 𝑓 (𝐵).

We require the following lemma from [6], which states that if

the pairs of random variables (𝑋1, 𝑋2) and (𝑌1, 𝑌2) are statistically
close, then for any set A, the conditional random variables 𝑋2
conditioned on the event𝑋1 ∈ A, i.e.,𝑋2 |𝑋1∈A , and𝑌2 conditioned
on the event 𝑌1 ∈ A, i.e., 𝑌2 |𝑌1∈A are also close.

Lemma 2.3. [6, Claim 4] Let 𝑋1, 𝑋2, 𝑌1, 𝑌2 be random variables
such that (𝑋1, 𝑋2) ≈𝜖 (𝑌1, 𝑌2). Then, for any non-empty set A, we
have:

Δ(𝑋2 |𝑋1∈A ;𝑌2 |𝑌1∈A ) ≤
2𝜖

Pr[𝑋1 ∈ A]
.

We require the following lemmas.

Lemma 2.4. [9] Let 𝑆 be some random variable distributed over a
set S, and let S1, . . . ,S𝑗 be a partition of S. Let 𝜙 : S → T be some
function, and let 𝐷1, . . . , 𝐷 𝑗 be some random variables over the set
T . Assume that for all 1 ≤ 𝑖 ≤ 𝑗 ,

Δ
(
𝜙 (𝑆) |𝑆 ∈S𝑖 ; 𝐷𝑖

)
≤ Y𝑖 .

Then
Δ (𝜙 (𝑆) ; 𝐷) ≤

∑
Y𝑖 Pr[𝑆 ∈ 𝑆𝑖 ] ,

for some random variable 𝐷 ∈ T such that for all 𝑑 Pr[𝐷 = 𝑑] =∑
𝑖 Pr[𝑆 ∈ S𝑖 ] · Pr[𝐷𝑖 = 𝑑].

The following result is from [31]. For a proof, see [7].

Lemma 2.5. Let 𝐴 ∈ A and 𝐵 ∈ B, and 𝑉0 be random variables
such that𝐴 is independent of𝐵 given any fixing of the random variable
𝑉0. Let 𝑉1,𝑉2, . . . be random variables defined as functions of 𝐴, 𝐵
satisfying the following property. For all 𝑖 ∈ N, if 𝑖 is even then 𝑉𝑖 =
𝜙𝑖 (𝑉0,𝑉1, . . . ,𝑉𝑖−1, 𝐴) and if 𝑖 is odd, then𝑉𝑖 = 𝜙𝑖 (𝑉0,𝑉1, . . . ,𝑉𝑖−1, 𝐵)
for some function 𝜙𝑖 . Then for all 𝑖 , 𝐴 is independent of 𝐵 given any
fixing of 𝑉0,𝑉1, . . . ,𝑉𝑖 .

Further, we require the following simple lemma about the statisti-

cal distance between conditional distributions, given the distance

between a pair of joint distributions.

Lemma 2.6. For any random variables 𝑋,𝑌 and 𝑍 and uniform
random variable 𝑈 , with 𝑋,𝑌,𝑈 defined over some binary space X,
such that𝑌 is independent of𝑋 conditioned on𝑍 and also independent
of 𝑈 conditioned on 𝑍 , if (𝑋,𝑍 ) ≈Y (𝑈 ,𝑍 ), then it implies that
(𝑌, 𝑍 ) | (𝑋 ⊕ 𝑌 = 𝑥) ≈Y (𝑈 ,𝑍 ) | (𝑈 ⊕ 𝑌 = 𝑥), for any 𝑥 ∈ X.

Proof. Assume to the contrary that there exists an unbounded

adversary, D, who can distinguish between (𝑌, 𝑍 ) | (𝑋 ⊕ 𝑌 = 𝑥)
and (𝑈 ,𝑍 ) | (𝑈 ⊕ 𝑌 = 𝑥) for some 𝑥 ∈ X, with advantage > Y. Then,

we claim that we can build an adversary distinguishing (𝑋,𝑍 ) and
(𝑈 ,𝑍 ) with the same advantage. The reduction is simple: given

(𝑎, 𝑐) from (𝑋,𝑍 ) or (𝑈 ,𝑍 ), we sample 𝑏 ← 𝑌 |𝑎 ⊕ 𝑌 = 𝑥 . Given

the independence of 𝑌 from both 𝑋 |𝑍 and 𝑈 |𝑍 , (𝑏, 𝑐) is correctly
simulated to be either (𝑌, 𝑍 ) | (𝑋 ⊕𝑌 = 𝑥) (if (𝑎, 𝑐) was from (𝑋,𝑍 ))
or (𝑈 ,𝑍 ) | (𝑈 ⊕𝑌 = 𝑥) (if (𝑎, 𝑐) was from (𝑈 ,𝑍 )), forD. Hence, the

lemma is proved. □

2.3 Randomness Extractors
Definition 2.7 (Seeded Extractors). We say that a polynomial time

probabilistic function Ext : {0, 1}𝑛 × {0, 1}𝑑 → {0, 1}ℓ , using 𝑑
bits of randomness, is an (𝑛, 𝑘, 𝑑, ℓ, Y)-strong seeded extractor if for
all random variables𝑊 ∈ {0, 1}𝑛 , 𝐸 correlated with𝑊 , such that

H∞ (𝑊 |𝐸) ≥ 𝑘 , and 𝑋 independent of𝑊, 𝐸 and uniform in {0, 1}𝑑 ,
we have (Ext(𝑊 ;𝑋 ), 𝑋, 𝐸) ≈Y (𝑈ℓ , 𝑋, 𝐸), where 𝑈 is uniform in

{0, 1}ℓ and independent of 𝑋, 𝐸.

We require the following seeded extractor construction from [38].

Lemma 2.8. [38] For every constant a > 0, all integers 𝑛 ≥ 𝑘 and
all Y ≥ 0, there is an explicit (efficient) (𝑛, 𝑘, 𝑑, ℓ, Y)−strong seeded

extractor with ℓ = 𝑘 − O
(
log𝑛 + log 1

Y

)
and 𝑑 = O

(
log𝑛 + log 1

Y

)
.

2.4 One-Time Message Authentication Codes
Our construction also requires the use of information theoretic

one-time message authentication codes, which give a guarantee

that, given a message-tag pair, (𝑚, 𝑡), where 𝑡 is generated using a

tag generation algorithm, using a random authentication key, the

probability with which an (unbounded) adversary can come up

with a valid message-tag pair (𝑚′, 𝑡 ′), for𝑚′ ≠𝑚, is negligible.

Definition 2.9. A family of functions {Tag𝑘𝑎 : {0, 1}𝛾 → {0, 1}𝛿 ,
Vrfy𝑘𝑎 : {0, 1}𝛾 ×{0, 1}𝛿 → {0, 1}}𝑘𝑎 ∈{0,1}𝜏 is said to be a `−secure
one time message authentication code if
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(1) For 𝑘𝑎 ∈𝑅 {0, 1}𝜏 , ∀ 𝑚 ∈ {0, 1}𝛾 , Pr[Vrfy𝑘𝑎 (𝑚, Tag𝑘𝑎 (𝑚)) =
1] = 1,

where for any (𝑚, 𝑡), Vrfy𝑘𝑎 (𝑚, 𝑡)
def

=

{
1 if Tag𝑘𝑎 (𝑚) = 𝑡
0 otherwise

(2) For any𝑚 ≠ 𝑚′, 𝑡, 𝑡 ′, Pr
𝑘𝑎
[Tag𝑘𝑎 (𝑚) = 𝑡 |Tag𝑘𝑎 (𝑚

′) = 𝑡 ′] ≤ `,

where 𝑘𝑎 ∈𝑅 {0, 1}𝜏 .

For simplicity, we consider Tag to be a deterministic function.

The following lemma guarantees that there exists efficient one-time

message authentication codes where the key and tag can be much

shorter than the message to be authenticated.

Lemma 2.10. [40] For any 𝛾, Y > 0 there is an efficient Y−secure
one time MAC with 𝛿 ≤ (log(𝛾) + log( 1

Y
)), 𝜏 ≤ 2𝛿 , where 𝜏,𝛾, 𝛿 are

key, message, tag length respectively.

We refer the reader to [27] for a construction satisfying these

parameters.

2.5 Non-malleable Codes
Non-malleable codes (NMCs) were introduced in [32]. We now state

the equivalent definition of non-malleable codes given in [22].

Definition 2.11. A (possibly randomised) function pair (Enc :

M → C,Dec : C → M ∪ {⊥}) is said to be a coding scheme
fromM to C if∀𝑚 ∈ M, Pr[Dec(Enc(𝑚)) =𝑚] = 1(the probability

is over the randomness of Enc,Dec). The rate of the coding scheme

is given by
log |M |
log |C | .

Definition 2.12. A coding scheme (Enc,Dec) fromM to C, is
said to be 𝜖- non-malleable with respect to a tampering function

family F ⊆ {𝑓 : C → C} if ∀ 𝑓 ∈ F , there exists a distribution
NMSim (specific to 𝑓 ) overM ∪ {same∗,⊥} such that ∀𝑚 ∈ M

Tamper𝑚
𝑓
≈𝜖 Copy(𝑚,NMSim)

where Tamper𝑚
𝑓
denotes the distributionDec(𝑓 (Enc(𝑚))) andCopy(𝑚,

NMSim) is defined as

�̃� ← 𝑆𝑖𝑚𝑓

Copy(𝑚,NMSim) =
{
𝑚 𝑖𝑓 �̃� = same∗

�̃� otherwise

NMSim should be efficiently samplable given oracle access to 𝑓 (.).

Split-state Tampering Family. Specifically, we consider NMCs

with respect to the two split-state tampering family defined below,

for message space {0, 1}𝛼 and codeword space {0, 1}𝛽 × {0, 1}𝛽 ,
comprising two states:

Fsplit
def

= {(𝑓 , 𝑔) : 𝑓 , 𝑔 : {0, 1}𝛽 → {0, 1}𝛽 }

Our construction requires NMCs with respect to the split-state tam-

pering family satisfying an additional property called “augmented

security", which was introduced in [2], and guarantees that in ad-

dition to the tampered message, one of the states, say 𝐿, of the

codeword is also simulatable independent of the message.

We formally define NMCs against the split-state model, with

augmented security below.

Definition 2.13 (Augmented Non-malleable Codes). A coding

scheme (Enc,Dec) from {0, 1}𝛼 to {0, 1}𝛽 × {0, 1}𝛽 is called an

𝜖-augmented non-malleable code with respect to Fsplit, if the fol-
lowing holds. For any (possibly randomized) (𝑓 , 𝑔) ∈ Fsplit, let
Tamper𝑚

𝑓 ,𝑔
denote the distribution Dec(𝑓 (𝐿), 𝑔(𝑅)), for (𝐿, 𝑅) ←

Enc(𝑚). There exists a simulator that, given oracle access to (𝑓 , 𝑔) (.),
outputsNMSim = (NMSim1,NMSim2) over ({0, 1}𝛼∪{𝑠𝑎𝑚𝑒∗,⊥})
×{0, 1}𝛽 such that, for all𝑚 ∈ {0, 1}𝛼

Tamper𝑚
𝑓 ,𝑔
, 𝐿 ≈𝜖 Copy(𝑚,NMSim); ,

where (NMSim1,NMSim2) = (�̃�, 𝐿𝑠𝑖𝑚) ← NMSim, and Copy(𝑚,
NMSim) is defined as

Copy(𝑚,NMSim) def≡
{
(𝑚, 𝐿𝑠𝑖𝑚) if �̃� = same∗

(�̃�, 𝐿𝑠𝑖𝑚) otherwise
We call the above code as left-augmented (NMSim outputs the left

state), and say that the code is right-augmented when the simulator

outputs the right state instead.

We also require the following secret sharing property of non-

malleable codes in the 2-split-state model Fsplit. It states that any 2-

split-state non-malleable code is a 2-out-of-2 secret sharing scheme.

Lemma 2.14. [5] Let Enc : {0, 1}𝛼 → {0, 1}𝛽 × {0, 1}𝛽 and
Dec : {0, 1}𝛽 × {0, 1}𝛽 → {0, 1}𝛼 ∪ {⊥} be an 𝜖-non-malleable code
in the 2-split-state model for some 𝜖 < 1/2. For any pair of messages
𝑚0,𝑚1 ∈ {0, 1}𝛼 , 𝑅𝑚0 ≈2𝜖 𝑅𝑚1 , where (𝐿𝑚0 , 𝑅𝑚0 ) ← Enc(𝑚0) and
(𝐿𝑚1 , 𝑅𝑚1 ) ← Enc(𝑚1).

We instantiate our NMC with two constructions, one due to [1, 3, 6]

and another due to [44], which are both stated below in Theorems

2.15 and 2.16, respectively. While the former instantiation gives us

a very simple non-malleable code, as explained in the introduction,

the latter instantiation gives us a better error for the same rate.

Theorem 2.15. [1, 3, 6] There exists and efficient construction of
an Y-non-malleable code in the split state model with message space
{0, 1}^ and codeword space F𝑞𝑝×F

𝑞
𝑝 , for a prime 𝑝 ≤ 2

𝑂 (^) ,𝑞 = 𝑂 (^4)
and Y = 2

−Ω (^) .

Theorem 2.16. [44, Theorem 1.15] There are constants 0 < 𝑐1, 𝑐2 <

1 such that for any 𝛽 ∈ N and 2−
𝑐
2
𝛽

log 𝛽 ≤ 𝜖 ≤ 𝑐1, there exists an explicit
non-malleable code in the 2-split-state model with block length 2𝛽 ,
rate Ω( log log log(1/𝜖)

log log(1/𝜖) ) and error 𝜖 .

The NMC in Theorem 2.15 is shown to be augmented secure

in [2]. Further, the NMC in Theorem 2.16 relies on building a two

source non-malleable extractor and then using the [22] compiler

to get a 2-split-state NMC. Hence, we can show that the NMC in

Theorem 2.16 is in fact an augmented NMC using the following two

observations: 1) the two source non-malleable extractor constructed

in [44] is in fact, a strong two source non-malleable extractor (which

allows leaking one complete source); 2) as proved in [42, Proposition

2], the [22] compiler gives an augmented NMC, when a strong two-

source non-malleable extractor is used.

3 A RATE BOOSTER FOR NON-MALLEABLE
CODES

In this section, we prove the following result.
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Theorem 3.1. Let (NMEnc : {0, 1}^ → {0, 1}𝑛×{0, 1}𝑛, NMDec :
{0, 1}𝑛 × {0, 1}𝑛 → {0, 1}^ ) be an Y-augmented non-malleable code
in the split-state model. Then, for any ^∗ ∈ 𝜔 (𝑛), there exists an
efficient𝑂 (

√
Y + 2−Ω (^/log^) )-augmented non-malleable code (specif-

ically, right-augmented, i.e., the simulator outputs the right state
along with the tampered message) from ^∗-bit messages to at most
(3 + 𝑜 (1))^∗-bit codewords.

In Section 3.1, we will give our construction, and its security is

proved in Section 3.2. Using (NMEnc,NMDec) from Theorem 2.15,

we get the following instantiation, which is conceptually very sim-

ple, as shown in Figure 3 in the introduction.

Corollary 3.2. For any integer^∗ > 0, Y∗ ∈ 2−Ω ( (^∗)1/5/polylog(^∗)) ,
there is an efficient Y∗-right-augmented non-malleable code from ^∗-
bit messages to (3 + 𝑜 (1))^∗-bit codewords in the split-state model.

Further, using (NMEnc,NMDec) from Theorem 2.16, and setting

^∗ = 𝑛 log𝑛 we can get the following instantiation, with a better

error at the expense of being more complicated.

Corollary 3.3. For any integer ^∗ > 0, Y∗ ∈ 2
−Ω (^∗/log3 ^∗) ,

there is an efficient Y∗-right-augmented non-malleable code from
^∗-bit messages to (3+𝑜 (1))^∗-bit codewords in the split-state model.

3.1 Our Construction
Building Blocks. Let 𝑁 = 2^∗ + 8𝑛. Our construction, shown in

Figure 4 requires the following building blocks.

• Let Ext be the (𝑁 ,𝑘 ,𝑑 ,^∗,Y2)-strong seeded extractor fromLemma 2.8

with 𝑘 = ^∗ + 4𝑛, and Y2 = 2
−Ω (^/log^)

.

• Let (Tag,Vrfy) be the one time Y3-message authentication codes

from Lemma 2.10 with key length 𝜏 = Θ(^), messages of size at

most 𝑁 , tag length 𝑡 = Θ(^), and Y3 = 2
−Ω (^)

.

We now describe our construction below. The encoder chooses a

source𝑤 and a seed 𝑠 corresponding to a seeded extractor Ext and
then computes 𝑐 := 𝑚 ⊕ Ext(𝑤 ; 𝑠), where ⊕ is the bitwise XOR.

Further, it authenticates the source𝑤 and the ciphertext 𝑐 to get the

tags 𝜎𝑤 and 𝜎𝑐 respectively, generates the non-malleable encoding

(using the underlying NMC) of the seed and the authentication keys

to get (ℓ, 𝑟 ) and finally outputs (ℓ,𝑤, 𝜎𝑤) as one state and (𝑟, 𝑐, 𝜎𝑐 )
as the other.

Enc(𝑚):
• 𝑠 ∈𝑅 {0, 1}𝑑 , 𝑘𝑤 , 𝑘𝑐 ∈𝑅 {0, 1}𝜏 ,𝑤 ∈𝑅 {0, 1}𝑁 .
• 𝑐 =𝑚 ⊕ Ext(𝑤 ; 𝑠).
• 𝜎𝑤 = Tag𝑘𝑤 (𝑤) and 𝜎𝑐 = Tag𝑘𝑐 (𝑐).
• (ℓ, 𝑟 ) ← NMEnc(`) where ` = (𝑠, 𝑘𝑤 , 𝑘𝑐 ).
• Output (ℓ,𝑤, 𝜎𝑤), (𝑟, 𝑐, 𝜎𝑐 ).

Dec((ℓ,𝑤, 𝜎𝑤), (𝑟, 𝑐, 𝜎𝑐 )):
• (𝑠, 𝑘𝑤 , 𝑘𝑐 ) = NMDec(ℓ, 𝑟 ).
• If Vrfy𝑘𝑤 (𝑤, 𝜎𝑤) = 1 and Vrfy𝑘𝑐 (𝑐, 𝜎𝑐 ) = 1,

Output𝑚 = Ext(𝑤 ; 𝑠) ⊕ 𝑐 .
Else, Output ⊥.

Figure 4: Our NMC Construction

3.2 Security Proof
The correctness of the construction is immediate by definition. We

now prove the desired non-malleability.

Fix any𝑚 ∈ {0, 1}^∗ , tampering functions (𝑓 , 𝑔) ∈ Fsplit. Through-
out this proof, we use the notation 𝑋 to denote any part 𝑋 of

the message/codeword after tampering. Let 𝑓 = (𝑓1, 𝑓2, 𝑓3) and
𝑔 = (𝑔1, 𝑔2, 𝑔3), where

𝑓1 : {0, 1}𝑛+𝑁+𝑡 → {0, 1}𝑛, 𝑓2 :{0, 1}𝑛+𝑁+𝑡 → {0, 1}𝑁 ,

𝑓3 : {0, 1}𝑛+𝑁+𝑡 → {0, 1}𝑡 ,

and

𝑔1 : {0, 1}𝑛+^
∗+𝑡 → {0, 1}𝑛, 𝑔2 :{0, 1}𝑛+^

∗+𝑡 → {0, 1}^
∗
,

𝑔3 : {0, 1}𝑛+^
∗+𝑡 → {0, 1}𝑡 .

Let𝑊,𝑆, 𝐾𝑤 , 𝐾𝑐 ,𝐶, 𝜎𝑤 , 𝜎𝑐 , 𝐿, 𝑅 be the distributions of𝑤, 𝑠, 𝑘𝑤 , 𝑘𝑐 , 𝑐 ,

𝜎𝑤 , 𝜎𝑐 , ℓ, 𝑟
9
sampled/computed in Enc(𝑚). Now, apply the tamper-

ing to get (𝐿,𝑊 , 𝜎𝑤) = 𝑓 (𝐿,𝑊 , 𝜎𝑤), (𝑅,𝐶, 𝜎𝑐 ) = 𝑔(𝑅,𝐶, 𝜎𝑐 ), decode
to get ` = NMDec(𝐿, 𝑅) and 𝑀 = Dec((𝐿,𝑊 , 𝜎𝑤), (𝑅,𝐶, 𝜎𝑐 )). Fur-
ther, note that the distribution 𝑀 is the distribution Tamper𝑚

𝑓 ,𝑔

itself.

Our proof proceeds by partitioning the sample space of the code-

word, {0, 1}𝑛 × {0, 1}𝑁 × {0, 1}𝑡 × {0, 1}𝑛 × {0, 1}^∗ × {0, 1}𝑡 and
proving non-malleability in each of the partitions. Consider the

following three partitions.

P1 = {(ℓ,𝑤, 𝜎𝑤 , 𝑟 , 𝑐, 𝜎𝑐 ) :

(𝑓2 (ℓ,𝑤, 𝜎𝑤), 𝑓3 (ℓ,𝑤, 𝜎𝑤), 𝑔2 (𝑟, 𝑐, 𝜎𝑐 ), 𝑔3 (ℓ, 𝑐, 𝜎𝑐 ))
= (𝑤, 𝜎𝑤 , 𝑐, 𝜎𝑐 ),NMDec(𝑓1 (ℓ,𝑤, 𝜎𝑤), 𝑔1 (𝑟, 𝑐, 𝜎𝑐 )) = NMDec(ℓ, 𝑟 )}

P2 = {(ℓ,𝑤, 𝜎𝑤 , 𝑟 , 𝑐, 𝜎𝑐 ) :

(𝑓2 (ℓ,𝑤, 𝜎𝑤), 𝑓3 (ℓ,𝑤, 𝜎𝑤), 𝑔2 (𝑟, 𝑐, 𝜎𝑐 ), 𝑔3 (ℓ, 𝑐, 𝜎𝑐 ))
≠ (𝑤, 𝜎𝑤 , 𝑐, 𝜎𝑐 ),NMDec(𝑓1 (ℓ,𝑤, 𝜎𝑤), 𝑔1 (𝑟, 𝑐, 𝜎𝑐 )) = NMDec(ℓ, 𝑟 )}

and

P3 := {(ℓ,𝑤, 𝜎𝑤 , 𝑟 , 𝑐, 𝜎𝑐 ) : NMDec(𝑓1 (ℓ,𝑤, 𝜎𝑤), 𝑔1 (𝑟, 𝑐, 𝜎𝑐 ))
≠ NMDec(ℓ, 𝑟 )} ,

The event that the codeword is in partition P1 corresponds to

the event when, even after tampering, the decoding of the inner

codeword (𝐿, 𝑅) remains unchanged, and also𝑊,𝜎𝑤 ,𝐶, 𝜎𝑐 remain

unchanged, and hence the final tampered codeword must decode

to the original message. The event that the codeword is in parti-

tion P2 corresponds to the event that the decoding of the inner

code remains unchanged after tampering, while one of the pairs

(𝑊,𝜎𝑤) or (𝐶, 𝜎𝑐 ) are changed. We will show that if this event

occurs then, using the security of MACs, the tampering is detected

with overwhelming probability. The event that the codeword is in

partition P3 corresponds to the event that the inner code is non-

trivially tampered and does not decode to Dec(𝐿, 𝑅). In this case,

we will show that the tampered codeword (and hence its decoding)

is independent of the original message𝑚.

We begin by showing that the event that the codeword (𝐿,𝑊 , 𝜎𝑤 ,

𝑅,𝐶, 𝜎𝑐 ) ∈ P𝑖 for some 𝑖 ∈ {1, 2, 3} is independent of the message

𝑚 even given 𝑅,𝐶, 𝜎𝑐 .

9
We slightly abuse notation and let 𝜎𝑤 and 𝜎𝑐 denote both the distribution of the

authentication tags 𝜎𝑤 and 𝜎𝑐 as well as samples from those distributions.
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Let𝐶 be uniform in {0, 1}^∗ and independent of 𝑆, 𝐾𝑤 , 𝐾𝑐 ,𝑊 , 𝜎𝑤 ,

and hence also of 𝐿, 𝑅. Let 𝜎𝑐 = Tag𝐾𝑐
(𝐶). Let 𝑏1, 𝑏2, 𝑏2 be boolean

random variables defined as follows. The random variable 𝑏1 in-

dicates whether𝑊,𝜎𝑤 changes after tampering, i.e., 𝑏1 = 1 if and

only if (𝑓2 (𝐿,𝑊 , 𝜎𝑤), 𝑓3 (𝐿,𝑊 , 𝜎𝑤)) = (𝑊,𝜎𝑤). Similarly, the ran-

dom variable 𝑏2 (respectively, 𝑏2) indicates whether 𝐶, 𝜎𝑐 (respec-

tively, 𝐶, 𝜎𝑐 ) changes after tampering, i.e., 𝑏2 = 1 (respectively,

𝑏2 = 1) if and only if (𝑔2 (𝑅,𝐶, 𝜎𝑐 ), 𝑔3 (𝑅,𝐶, 𝜎𝑐 )) = (𝐶, 𝜎𝑐 ) (respec-
tively, (𝑔2 (𝑅,𝐶, 𝜎𝑐 ), 𝑔3 (𝑅,𝐶, 𝜎𝑐 )) = (𝐶, 𝜎𝑐 )). Notice that for any

𝑖 , whether the event that (𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P𝑖 (respectively,
(𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P𝑖 ) occurs is determined by the random vari-

ables 𝐿, 𝑅, 𝑓1 (𝐿,𝑊 , 𝜎𝑤), 𝑔1 (𝑅,𝐶, 𝜎𝑐 ), 𝑏1, and 𝑏2 (respectively, 𝐿, 𝑅,

𝑓1 (𝐿,𝑊 , 𝜎𝑤), 𝑔1 (𝑅,𝐶, 𝜎𝑐 ), 𝑏1, and 𝑏2).

Lemma 3.4.

Δ
(
𝐶, 𝜎𝑐 ;𝐶, 𝜎𝑐 | 𝐿, 𝑅, 𝑓1 (𝐿,𝑊 , 𝜎𝑤), 𝑏1

)
≤ 4Y + 2−Ω (^/log^) .

Proof. By Lemma 2.14, we have that one of the shares of a split-

state non-malleable code is 2Y-independent of the message. In other

words, there is a random variable 𝐿∗ independent of 𝑆, 𝐾𝑤 , 𝐾𝑐 such
that

𝐿, 𝑆, 𝐾𝑤 , 𝐾𝑐 ≈2Y 𝐿∗, 𝑆, 𝐾𝑤 , 𝐾𝑐 ,
Introducing fresh random variable𝑊 that is sampled independent

of 𝐿, 𝑆, 𝐾𝑤 , 𝐾𝑐 , and observing that 𝜎𝑤 is a deterministic function of

𝐾𝑤 and𝑊 , we have that

𝐿, 𝑆, 𝐾𝑤 , 𝐾𝑐 ,𝑊 , 𝜎𝑤 ≈2Y 𝐿∗, 𝑆, 𝐾𝑤 , 𝐾𝑐 ,𝑊 , 𝜎𝑤 . (10)

Let𝑏∗
1
be a boolean random variable that is 1 if and only if (𝑓2 (𝐿∗,𝑊 ,

𝜎𝑤), 𝑓3 (𝐿∗,𝑊 , 𝜎𝑤)) = (𝑊,𝜎𝑤). By Lemma 2.1, the average min-

entropy of𝑊 given 𝑏∗
1
, 𝑓1 (𝐿∗,𝑊 , 𝜎𝑤) is at least 𝑁 − 𝑛 − 1, which is

at least 𝑘 . Thus, by Lemma 2.8, we have that

Δ(Ext(𝑊 ; 𝑆) ; 𝑈 | 𝑏∗
1
, 𝑓1 (𝐿∗,𝑊 , 𝜎𝑤), 𝐿∗, 𝐾𝑤 , 𝐾𝑐 , 𝑆) ≤ Y2 , (11)

where𝑈 is uniform in {0, 1}^∗ and independent of all other random
variables.

Applying Lemma 2.2 to Equation 10 twice, we get

Δ(𝑏∗
1
, 𝑓1 (𝐿∗,𝑊 , 𝜎𝑤), 𝐿∗ ; 𝑏1, 𝑓1 (𝐿,𝑊 , 𝜎𝑤), 𝐿 | Ext(𝑊 ; 𝑆), 𝐾𝑤 , 𝐾𝑐 , 𝑆)

≤ 2Y , (12)

and

Δ(𝑏∗
1
, 𝑓1 (𝐿∗,𝑊 , 𝜎𝑤), 𝐿∗ ; 𝑏1, 𝑓1 (𝐿,𝑊 , 𝜎𝑤), 𝐿 | 𝑈 ,𝐾𝑤 , 𝐾𝑐 , 𝑆) ≤ 2Y .

(13)

By triangle inequality on inequalities 11, 12, 13, we get that

Δ(Ext(𝑊 ; 𝑆) ; 𝑈 | 𝑏1, 𝑓1 (𝐿,𝑊 , 𝜎𝑤), 𝐿, 𝐾𝑤 , 𝐾𝑐 , 𝑆) ≤ Y2 + 4Y .
Notice that the distribution 𝑅 is independent of 𝑊 and is only

correlated to (𝐿, 𝐾𝑤 , 𝐾𝑐 , 𝑆) (as (𝐿, 𝑅) ≡ NMEnc(𝐾𝑤 , 𝐾𝑐 , 𝑆)). Hence
by applying Lemma 2.2, we can include 𝑅 to get that

Δ(Ext(𝑊 ; 𝑆) ; 𝑈 | 𝑏1, 𝑓1 (𝐿,𝑊 , 𝜎𝑤), 𝐿, 𝑅, 𝐾𝑤 , 𝐾𝑐 , 𝑆) ≤ Y2 + 4Y .
Finally, observing that given (𝑏1, 𝑓1 (𝐿,𝑊 , 𝜎𝑤), 𝐿, 𝑅, 𝐾𝑤 , 𝐾𝑐 , 𝑆), the
random variable Ext(𝑊 ; 𝑆) ⊕𝑚 is distributed as 𝐶 , and 𝑈 ⊕𝑚 is

distributed as𝐶 , we get the desired result by another application of

Lemma 2.2. □

The following lemma bounds the probability that the codeword is

in P2 and doesn’t decode to ⊥.

Lemma 3.5.

Pr[Tamper𝑚
𝑓 ,𝑔

≠ ⊥ ∧ (𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P2] ≤ 4Y + 2−Ω (^) .

Proof. Since the codeword is in P2, we have that Dec(𝐿, 𝑅) =

Dec(𝐿, 𝑅), and hence 𝐾𝑤 , 𝐾𝑐 remain unchanged after tampering.

Moreover, one of the pairs (𝑊,𝜎𝑤) or (𝐶, 𝜎𝑐 ) has been tampered

with. Assume without loss of generality that (𝑊,𝜎𝑤) has been
changed after tampering. By the security of MAC, this tampering

will be detected by our decoding algorithm as long as the tampering

is independent of 𝐾𝑤 . We argue using the secret sharing property

of non-malleable codes that this is indeed the case since 𝐿 is almost

independent of 𝐾𝑤 .

By Lemma 2.14, we have that one of the shares of a split-state

non-malleable code is 2Y-independent of the message. In other

words, there is a random variable 𝐿∗ independent of 𝑆, 𝐾𝑤 , 𝐾𝑐 such
that

𝐿, 𝑆, 𝐾𝑤 , 𝐾𝑐 ≈2Y 𝐿∗, 𝑆, 𝐾𝑤 , 𝐾𝑐 ,
Introducing fresh random variable𝑊 that is sampled independent

of 𝐿, 𝑆, 𝐾𝑤 , 𝐾𝑐 , and observing that 𝜎𝑤 is a deterministic function of

𝐾𝑤 and𝑊 , we have that

𝐿, 𝑆, 𝐾𝑤 , 𝐾𝑐 ,𝑊 , 𝜎𝑤 ≈2Y 𝐿∗, 𝑆, 𝐾𝑤 , 𝐾𝑐 ,𝑊 , 𝜎𝑤 .

Also, by definition of one-time message authentication codes, we

have that

Pr[Vrfy𝐾𝑤
(𝑓2 (𝐿∗,𝑊 , 𝜎𝑤), 𝑓3 (𝐿∗,𝑊 , 𝜎𝑤)) = 1 ∧

(𝑓2 (𝐿∗,𝑊 , 𝜎𝑤), 𝑓3 (𝐿∗,𝑊 , 𝜎𝑤)) ≠ (𝑊,𝜎𝑤)] = 2
−Ω (^) .

By triangle inequality, we get

Pr[Vrfy𝐾𝑤
(𝑓2 (𝐿,𝑊 , 𝜎𝑤), 𝑓3 (𝐿,𝑊 , 𝜎𝑤)) = 1 ∧

(𝑓2 (𝐿,𝑊 , 𝜎𝑤), 𝑓3 (𝐿,𝑊 , 𝜎𝑤)) ≠ (𝑊,𝜎𝑤)] ≤ 2
−Ω (^) + 2Y .

Similarly, there exists 𝑅∗ independent of 𝑆, 𝐾𝑤 , 𝐾𝑐 such that

𝑅, 𝑆, 𝐾𝑤 , 𝐾𝑐 ≈2Y 𝑅∗, 𝑆, 𝐾𝑤 , 𝐾𝑐 ,

and observing that 𝐶 is independent of 𝑅, 𝐾𝑤 , 𝐾𝑐 given 𝑆 , we have

that

𝑅, 𝑆, 𝐾𝑤 , 𝐾𝑐 ,𝐶, 𝜎𝑐 ≈2Y 𝑅∗, 𝑆, 𝐾𝑤 , 𝐾𝑐 ,𝐶, 𝜎𝑐 .
This implies, via an argument similar as above, that

Pr[Vrfy𝐾𝑐
(𝑔2 (𝑅,𝐶, 𝜎𝑐 ), 𝑔3 (𝑅,𝐶, 𝜎𝑐 )) = 1 ∧

(𝑔2 (𝑅,𝐶, 𝜎𝑐 ), 𝑔3 (𝑅,𝐶, 𝜎𝑐 ) ≠ (𝐶, 𝜎𝑐 )] ≤ 2
−Ω (^) + 2Y .

The desired result then follows from a simple union bound by

observing that if Tamper𝑚
𝑓 ,𝑔

≠ ⊥, and the codeword is in P2, i.e.,
𝐾𝑤 , 𝐾𝑐 remain unchanged after tampering, while𝑊,𝜎𝑤 ,𝐶, 𝜎𝑐 are

changed after tampering, then we must have that

• Vrfy𝐾𝑤
(𝑓2 (𝐿,𝑊 , 𝜎𝑤), 𝑓3 (𝐿,𝑊 , 𝜎𝑤)) = 1

• Vrfy𝐾𝑐
(𝑔2 (𝑅,𝐶, 𝜎𝑐 ), 𝑓3 (𝑅,𝐶, 𝜎𝑐 )) = 1,

• At least one of (𝑓2 (𝐿,𝑊 , 𝜎𝑤), 𝑓3 (𝐿,𝑊 , 𝜎𝑤)) ≠ (𝑊,𝜎𝑤) or
(𝑔2 (𝑅,𝐶, 𝜎𝑐 ), 𝑔3 (𝑅,𝐶, 𝜎𝑐 )) ≠ (𝐶, 𝜎𝑐 ).

□

Lemma 3.6. For any fixed𝑘𝑤 , 𝑘𝑐 , and any𝛼 > 2Y+2−𝑑 , if Pr[(𝐿,𝑊 ,
𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P3] ≥ 𝛼 , then the statistical distance between

Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 | (𝐿,𝑊 ,𝜎𝑤 ,𝑅,𝐶,𝜎𝑐 ) ∈P3
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and

Dec(𝑓 (𝐿,𝑊 , 𝜎𝑤), 𝑔(𝑅,𝐶, 𝜎𝑐 )), 𝑅,𝐶, 𝜎𝑐 | (𝐿,𝑊 ,𝜎𝑤 ,𝑅,𝐶,𝜎𝑐 ) ∈P3

is at most 2−Ω (^/log^) + 4Y
𝛼 .

Proof. In this lemma, we wish to argue that the decoding of the

tampered codeword is independent of the message𝑚. We begin by

using that since the codeword is in P3, the output of the tampered

codeword for the inner code NMEnc(𝑆, 𝑘𝑤 , 𝑘𝑐 ) is independent of 𝑆
which is the seed of the strong extractor.

Wewill use the non-malleability of the inner code, (NMEnc,NMDec).
Consider the tampering functions 𝑓 ∗, 𝑔∗ on (𝐿, 𝑅) that sample𝑊,𝐶

uniformly and then compute 𝑓 ∗ (𝐿) = 𝑓1 (𝐿,𝑊 , Tag𝑘𝑤 (𝑊 )) and
𝑔∗ (𝑅) = 𝑔1 (𝑅,𝐶, Tag𝑘𝑐 (𝐶)). Let 𝑆, 𝐾𝑤 , 𝐾𝑐 = NMDec(𝑓 ∗ (𝐿), 𝑔∗ (𝑅)).10
By the Y-augmented non-malleability of (NMEnc,NMDec), there
exists a simulator NMSim such that

𝑆, 𝐾𝑤 , 𝐾𝑐 , 𝐿, 𝑆,𝑊 ,𝐶 ≈Y Copy(`,NMSim), 𝑆,𝑊 ,𝐶 , (14)

where the output of NMSim depends on𝑊,𝐶 and the functions

𝑓1, 𝑔1. Recall (from definition 2.13) that NMSim is parsed as the

joint distribution (NMSim1, 𝐿
Sim). We further parse NMSim1 as

(𝑆Sim, 𝐾Sim
𝑤 , 𝐾Sim

𝑐 ), when NMSim1 is conditioned to not output

same∗ or ⊥. If NMSim1 = ⊥, set (𝑆Sim, 𝐾Sim
𝑤 , 𝐾Sim

𝑐 ) = (⊥,⊥,⊥).
The event that (𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P3 is the same as (𝑆, 𝐾𝑤 , 𝐾𝑐 ) ≠
(𝑆, 𝑘𝑤 , 𝑘𝑐 ). By inequality (14) and the hypothesis of the lemma, we

have that Pr[NMSim1 ∉ {same∗, (𝑆, 𝑘𝑤 , 𝑘𝑐 )}] ≥ 𝛼 − Y.
By Lemma 2.3, we have that

(𝑆, 𝐾𝑤 , 𝐾𝑐 , 𝐿, 𝑆,𝑊 ,𝐶) | (𝑆,𝐾𝑤 ,𝐾𝑐 )≠(𝑆,𝑘𝑤 ,𝑘𝑐 ) ≈ 2Y
𝛼

Copy(`,NMSim), 𝑆,𝑊 ,𝐶 |NMSim1∉{same∗,(𝑆,𝑘𝑤 ,𝑘𝑐 ) }

(𝑆, 𝐾𝑤 , 𝐾𝑐 , 𝐿, 𝑆,𝑊 ,𝐶) | (𝑆,𝐾𝑤 ,𝐾𝑐 )≠(𝑆,𝑘𝑤 ,𝑘𝑐 ) ≈ 2Y
𝛼

(𝑆Sim, 𝐾Sim
𝑤 , 𝐾Sim

𝑐 , 𝐿Sim, 𝑆,𝑊 ,𝐶) |NMSim1∉{same∗,(𝑆,𝑘𝑤 ,𝑘𝑐 ) } (15)

We have that for any𝑤 ,

Pr[𝑊 = 𝑤 |NMSim1 ∉ {same∗, (𝑆, 𝑘𝑤 , 𝑘𝑐 )}]

≤ Pr[𝑊 = 𝑤]
Pr[NMSim1 ∉ {same∗, (𝑆, 𝑘𝑤 , 𝑘𝑐 )}]

≤ 2
−𝑁

𝛼 − Y ≤ 2
𝑑−𝑁 ,

where we use that 𝛼 > 2Y + 2−𝑑 .
Thus H∞ (𝑊 |NMSim1 ∉ {same∗, (𝑆, 𝑘𝑤 , 𝑘𝑐 )}) ≥ 𝑁 − 𝑑 . For the
remainder of the proof, we assume NMSim1 ∉ {same∗, (𝑆, 𝑘𝑤 , 𝑘𝑐 )}
(or, when appropriate, (𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P3) but don’t state
them explicitly.

Let VrfySim
ℓ

:= Vrfy𝐾Sim
𝑤
(𝑓2 (𝐿Sim,𝑊 , 𝜎𝑤), 𝑓3 (𝐿Sim,𝑊 , 𝜎𝑤)), where

𝜎𝑤 = Tag𝑘𝑤 (𝑊 ). By Lemma 2.1, we have that

H̃∞ (𝑊 |𝑆Sim, 𝐾Sim
𝑤 , 𝐾Sim

𝑐 ,VrfySimℓ , 𝑓1 (𝐿Sim,𝑊 , 𝜎𝑤),

Ext(𝑓2 (𝐿Sim,𝑊 , 𝜎𝑤); 𝑆Sim))

10
For the purpose of this proof alone, we slightly abuse notation and let

𝑆,𝐾𝑤 , 𝐾𝑐 denote the tampered seed and the MAC keys when the codeword

( (𝐿,𝑊 , Tag𝑘𝑤 (𝑊 )), (𝑅,𝐶, Tag𝑘𝑐 (𝐶))) is tampered using functions 𝑓 , 𝑔.

is at least 𝑁 − 𝑑 − ^∗ − ^ − 𝑛 − 1 ≥ ^∗ + 4𝑛. Thus, by the strong

extractor property of Ext,

Ext(𝑊 ; 𝑆) ≈Y2 𝑈 |𝑆, 𝐿Sim,𝐶, 𝑓1 (𝐿Sim,𝑊 , 𝜎𝑤), 𝐾Sim
𝑤 , 𝐾Sim

𝑐

Ext(𝑓2 (𝐿Sim,𝑊 , 𝜎𝑤); 𝑆Sim), 𝑆Sim,VrfySimℓ (16)

In order to show that the tampered codeword is independent of

the message, we first need a statement similar to the inequality 16,

but where the simulated output is replaced by the decoding of

the tampering of (𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ). We will obtain this using (15)

twice and applying the triangle inequality.

For the remainder of the proof, let 𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 be distributed

as 𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 | (𝐿,𝑊 ,𝜎𝑤 ,𝑅,𝐶,𝜎𝑐 ) ∈P3 . Also, let 𝐾𝑤 , 𝐾𝑐 , 𝑆, 𝐿, 𝑅,𝑊
be the corresponding random variables after tampering conditioned

on the event that (𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P3. We shorthand the dis-

tribution in the LHS and RHS of 16 by 𝐴 and 𝐵, respectively. Also,

we define Vrfyℓ := Vrfy𝐾𝑤
(𝑓2 (𝐿,𝑊 , 𝜎𝑤), 𝑓3 (𝐿,𝑊 , 𝜎𝑤)). Applying

Lemma 2.2 on inequality 15, we get that

𝐴 ≈ 2Y
𝛼

Ext(𝑊 ; 𝑆), 𝑆, 𝐿,𝐶, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝐾𝑤 , 𝐾𝑐 ,Vrfyℓ , (17)

and

𝐵 ≈ 2Y
𝛼
𝑈 , 𝑆, 𝐿,𝐶, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝐾𝑤 , 𝐾𝑐 ,Vrfyℓ . (18)

By triangle inequality applied on the inequalities (17),(18), and (16),

we have that

Ext(𝑊 ; 𝑆) ≈Y2+ 4Y
𝛼
𝑈 |𝑆, 𝐿,𝐶, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝐾𝑤 , 𝐾𝑐 ,Vrfyℓ .

Notice that given (𝑆, 𝐿,𝐶, 𝑆, 𝐾𝑤 , 𝐾𝑐 , 𝐿), the random variable 𝑅 is

independent of𝑊 , and hence we obtain that

Ext(𝑊 ; 𝑆) ≈Y2+ 4Y
𝛼
𝑈 |𝑆, 𝐿,𝐶, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝐾𝑤 , 𝐾𝑐 ,Vrfyℓ ,

𝑅, 𝑔1 (𝑅,𝐶, 𝜎𝑐 ) .

Using Lemma 2.2, we can drop 𝐶 on both sides to get

Ext(𝑊 ; 𝑆) ≈Y2+ 4Y
𝛼
𝑈 |𝑆, 𝐿, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝐾𝑤 , 𝐾𝑐 ,Vrfyℓ , 𝑅, 𝑅 (19)

where 𝑅
def

= 𝑔1 (𝑅,𝐶, 𝜎𝑐 ).
We nowobserve that𝑊 is independent of𝐶 given 𝑆, 𝐿, 𝐿, Ext(𝑊 ; 𝑆), 𝑆 ,
𝐾𝑤 , 𝐾𝑐 ,Vrfyℓ , 𝑅, 𝑅. To see this, we will use Lemma 2.5 with 𝑉0 =

𝐿, 𝑅, 𝑆, 𝑘𝑤 , 𝑘𝑐 , and then 𝑉1 = 𝐿, 𝑉2 = 𝑅,𝑉3 = Ext(𝑊 ; 𝑆),Vrfyℓ , and
observing that 𝑆, 𝐾𝑤 , 𝐾𝑐 is a deterministic function of 𝐿 and 𝑅. Thus,

Ext(𝑊 ; 𝑆) is independent of 𝐶 given 𝑆, 𝐿, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝐾𝑤 , 𝐾𝑐 ,
Vrfyℓ , 𝑅, 𝑅.
Now, applying Lemma 2.6 to equation 19, with 𝑋 = Ext(𝑊,𝑆),
𝑌 = 𝐶 , 𝑍 = (𝑆, 𝐿, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝐾𝑤 , 𝐾𝑐 ,Vrfyℓ , 𝑅, 𝑅), and using the

above observation that 𝑌 = 𝐶 is independent of Ext(𝑊 ; 𝑆) given 𝑍
and of 𝑈 given 𝑍 , we get that conditioned on 𝐶 ⊕ Ext(𝑊 ; 𝑆) = 𝑚
on the LHS, and on 𝐶 ⊕ 𝑈 =𝑚 on the RHS:

𝐶, 𝑆, 𝐿, 𝐿,Ext(𝑊 ; 𝑆), 𝑆, 𝐾𝑤 , 𝐾𝑐 ,Vrfyℓ , 𝑅, 𝑅 ≈Y2+ 4Y
𝛼

𝐶, 𝑆, 𝐿, 𝐿, Ext(𝑊 ; 𝑆), 𝑆, 𝐾𝑤 , 𝐾𝑐 ,Vrfyℓ , 𝑅, 𝑅 ,

since 𝐶 conditioned on 𝐶 ⊕ 𝑈 = 𝑚 is distributed identically as 𝐶

given all other random variables on the RHS in the above inequality.

The desired result follows by observing that the tampered codeword

is a function of

𝐿, 𝑅, Ext(𝑊 ; 𝑆),𝐶, 𝑅,Vrfyℓ .
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□

Proof of Theorem 3.1. The simulator Sim𝑓 ,𝑔 does the follow-

ing. It samples𝑊,𝑆, 𝐾𝑤 , 𝐾𝑐 , 𝜎𝑤 , 𝐿, 𝑅,𝐶, 𝜎𝑐 . Let 𝐼
sim ∈ {1, 2, 3} be a

random variable indicating the partition (P𝐼 sim ) in which the sam-

pled codeword belongs. If (𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P1, then the simula-

tor outputs (same∗, 𝑅,𝐶, 𝜎𝑐 ) and sets 𝐼 sim = 1, if (𝐿,𝑊 , 𝑅,𝐶) ∈ P2
then the simulator outputs (⊥, 𝑅,𝐶, 𝜎𝑐 ) and sets 𝐼 sim = 2, else the

simulator outputs

(
Dec((𝐿,𝑊 , 𝜎𝑤), (𝑅,𝐶, 𝜎𝑐 )), 𝑅,𝐶, 𝜎𝑐

)
and sets 𝐼 sim =

3.

Now, if Δ((Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ) | (𝐿,𝑊 ,𝜎𝑤 ,𝑅,𝐶,𝜎𝑐 ) ∈P𝑖 ;

Copy(𝑚, Sim𝑓 ,𝑔) |𝐼 sim=𝑖 ) ≤ 𝛾𝑖 , by Lemma 2.4, we will get:

Δ((Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ); 𝐷𝑚𝑓 ,𝑔) ≤

3∑
𝑖=1

𝛾𝑖 Pr[(𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P𝑖 ],

(20)

where𝐷𝑚
𝑓 ,𝑔

is a distribution on ({0, 1}^∗∪{same∗,⊥})×{0, 1}𝑛+^∗+𝑡 ,
such that Pr[𝐷𝑚

𝑓 ,𝑔
= 𝑑] =

∑
3

𝑖=1 Pr[(𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P𝑖 ] ·
Pr[Copy(𝑚, Sim𝑓 ,𝑔) |𝐼 sim=𝑖 = 𝑑]. But, by Lemma 3.4, we get (𝐶, 𝜎𝑐 )
≈
4Y+2−Ω (^/log^ ) (𝐶, 𝜎𝑐 ) | (𝐿, 𝑅, 𝐿, 𝑏1), where 𝑏1 is the bit indicating if
(𝑊,𝜎𝑤) = (𝑊,𝜎𝑤) or not, and the event that (𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈
P𝑖 (or correspondingly (𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P𝑖 ) can be determined

by the random variables on the LHS and RHS of this inequality.

Hence, together with the fact that Pr[Copy(𝑚, Sim𝑓 ,𝑔) = 𝑑] =∑
3

𝑖=1 Pr[(𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P𝑖 ] ·Pr[Copy(𝑚, Sim𝑓 ,𝑔) |𝐼 sim=𝑖 = 𝑑],
for each 𝑑 ∈ ({0, 1}^∗ ∪ {same∗,⊥}) × {0, 1}𝑛+^∗+𝑡 , we get:

Δ(𝐷𝑚
𝑓 ,𝑔

; Copy(𝑚, Sim𝑓 ,𝑔)) ≤ 4Y + 2−Ω (^/log^) (21)

Combining inequality 20 and 21, by triangle inquality, we get:

Δ((Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ); Copy(𝑚, Sim𝑓 ,𝑔))

≤ 4Y + 2−Ω (^/log^) +
3∑
𝑖=1

𝛾𝑖 Pr[(𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P𝑖 ], (22)

Hence, now we consider each partition and bound the correspond-

ing term in the RHS of the summation in the inequality 22.

First, since we know that (Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ) | (𝐿,𝑊 ,𝜎𝑤 ,𝑅,𝐶,𝜎𝑐 ) ∈P1 =

(𝑚,𝑅,𝐶, 𝜎𝑐 ) and
Copy(𝑚, Sim𝑓 ,𝑔) |𝐼 sim=1 = (𝑚,𝑅,𝐶, 𝜎𝑐 ), we use Lemma 3.4 to get:

Δ((Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ) | (𝐿,𝑊 ,𝜎𝑤 ,𝑅,𝐶,𝜎𝑐 ) ∈P1 ;Copy(𝑚, Sim𝑓 ,𝑔) |𝐼 sim=1)

≤ Δ((𝐶, 𝜎𝑐 ) ; (𝐶, 𝜎𝑐 ) | (𝐿, 𝑅, 𝐿, 𝑏1)) ≤ 4Y + 2−Ω (^/log^) (23)

Hence, 𝛾1 = 4Y + 2−Ω (^/log^) , on the RHS of inequality 22.

Similarly, since we know that by Lemma 3.5, Pr[(Tamper𝑚
𝑓 ,𝑔

≠ ⊥∧
(𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P2] ≤ 4Y+2−Ω (^) , andCopy(𝑚, Sim𝑓 ,𝑔) |𝐼 sim=2
= (⊥, 𝑅,𝐶, 𝜎𝑐 ), we use Lemma 3.4 to get:

Pr[(𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P2]
· Δ((Tamper𝑚

𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ) | (𝐿,𝑊 ,𝜎𝑤 ,𝑅,𝐶,𝜎𝑐 ) ∈P2 ;

Copy(𝑚, Sim𝑓 ,𝑔) |𝐼 sim=2)
≤ Pr[(Tamper𝑚

𝑓 ,𝑔
≠ ⊥ ∧ (𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P2]

+ Δ((𝐶, 𝜎𝑐 ) ; (𝐶, 𝜎𝑐 ) | (𝐿, 𝑅, 𝐿, 𝑏1)) ≤ 8Y + 2−Ω (^/log^) . (24)

Hence, 𝛾2 · Pr[(𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P2] ≤ 8Y + 2−Ω (^/log^) , on the

RHS of inequality 22.

Now, for the third partition, we set 𝛼 =
√
Y + 2−𝑑/2 (> 2Y + 2−𝑑 ) in

Lemma 3.6, and get that for any fixing 𝑎, 𝑏 of𝐾𝑤 , 𝐾𝑐 , if Pr[(𝐿,𝑊 , 𝜎𝑤 ,

𝑅,𝐶, 𝜎𝑐 ) ∈ P3 |𝐾𝑤 = 𝑎, 𝐾𝑐 = 𝑏] ≥ 𝛼 =
√
Y + 2−𝑑/2, then

Δ((Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ) | (𝐿,𝑊 ,𝜎𝑤 ,𝑅,𝐶,𝜎𝑐 ) ∈P3,𝐾𝑤=𝑎,𝐾𝑐=𝑏

; Copy(𝑚, Sim𝑓 ,𝑔) |𝐼 sim=3,𝐾𝑤=𝑎,𝐾𝑐=𝑏
)

≤ 2
−Ω (^/log^) + 4Y

𝛼

≤ 2
−Ω (^/log^) + 4

√
Y

Now, since 𝑑 = Ω(^/log^), and once again using Lemma 3.4, we

get:

Pr[(𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P3]
· Δ((Tamper𝑚

𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ) | (𝐿,𝑊 ,𝜎𝑤 ,𝑅,𝐶,𝜎𝑐 ) ∈P3 ;

Copy(𝑚, Sim𝑓 ,𝑔) |𝐼 sim=3)

≤ 4Y + 2−Ω (^/log^) + Pr[𝐼 sim = 3] ·
∑
𝑎,𝑏

Pr[𝐾𝑤 = 𝑎

, 𝐾𝑐 = 𝑏 |𝐼 sim = 3] · Δ((Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ) |𝐼 sim=3,𝐾𝑤=𝑎,𝐾𝑐=𝑏

; Copy(𝑚, Sim𝑓 ,𝑔) |𝐼 sim=3,𝐾𝑤=𝑎,𝐾𝑐=𝑏
)

≤ (4Y + 2−Ω (^/log^) )

+
∑
𝑎,𝑏

Pr[𝐾𝑤 = 𝑎, 𝐾𝑐 = 𝑏] · Pr[𝐼 sim = 3|𝐾𝑤 = 𝑎, 𝐾𝑐 = 𝑏]

· Δ((Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ) |𝐼 sim=3,𝐾𝑤=𝑎,𝐾𝑐=𝑏

; Copy(𝑚, Sim𝑓 ,𝑔) |𝐼 sim=3,𝐾𝑤=𝑎,𝐾𝑐=𝑏
)

≤ (4Y + 2−Ω (^/log^) ) +
∑
𝑎,𝑏

Pr[𝐾𝑤 = 𝑎, 𝐾𝑐 = 𝑏]

·𝑂 (
√
Y + 2−Ω (^/log^) ) ≤ 𝑂 (

√
Y + 2−Ω (^/log^) ) (25)

In the above inequality 25, we make an abuse of notation, and

use (Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ) |𝐼 sim=3,𝐾𝑤=𝑎,𝐾𝑐=𝑏

to denote the distribution

where the partition is first picked using 𝐼 sim, and then the distri-

bution (Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ) is drawn conditioned on the partition.

This distribution is clearly identical to

(Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ) | (𝐿,𝑊 ,𝜎𝑤 ,𝑅,𝐶,𝜎𝑐 ) ∈P3 , which we use above.

Hence, 𝛾3 ·Pr[(𝐿,𝑊 , 𝜎𝑤 , 𝑅,𝐶, 𝜎𝑐 ) ∈ P3] = 𝑂 (
√
Y + 2−Ω (^/log^) ), on

the RHS of inequality 22. Finally, we can use inequalities 23,24 and

25, in inequality 22 to get:

Δ((Tamper𝑚
𝑓 ,𝑔
, 𝑅,𝐶, 𝜎𝑐 ); Copy(𝑚, Sim𝑓 ,𝑔)) ≤ 𝑂 (

√
Y + 2−Ω (^/log^) )

□

4 A RATE BOOSTER FOR TWO-SOURCE
NON-MALLEABLE EXTRACTORS

We begin by defining a strong two-source non-malleable extractor,

introduced in [22].

Definition 4.1. A function nm2Ext : {0, 1}𝑛1×{0, 1}𝑛2 → {0, 1}𝑚
is a strong (𝑛1, 𝑛2, 𝑘1, 𝑘2, 𝜖)-strong two-source non-malleable ex-

tractor if for each (𝑛1, 𝑘1)-source 𝑋 and (𝑛2, 𝑘2)-source 𝑌 , the fol-
lowing holds. Let 𝑓 : {0, 1}𝑛1 → {0, 1}𝑛1 and𝑔 : {0, 1}𝑛2 → {0, 1}𝑛2
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be functions with no fixed points, i.e., for each 𝑥 ∈ {0, 1}𝑛1 , 𝑦 ∈
{0, 1}𝑛2 , 𝑓 (𝑥) ≠ 𝑥 and 𝑔(𝑦) ≠ 𝑦. Then,
nm2Ext(𝑋,𝑌 ), 𝑋, nm2Ext(𝑓 (𝑋 ), 𝑔(𝑌 )) ≈𝜖 𝑈𝑚, 𝑋, nm2Ext(𝑓 (𝑋 ), 𝑔(𝑌 ))
We drop the adjective strong when the distribution 𝑋 is excluded

from the statistical distance above.

The rate is defined to be the ratio𝑚/(𝑛1 + 𝑛2).

We consider an (𝑛1, 𝑛2, 𝑘1, 𝑘2, 𝑑, 𝜖1)-strong two-source unbal-

anced non-malleable extractor, nm2Ext, with 𝑛2 = 𝑜 (𝑛1), and an

(𝑛1, 𝑘1, 𝑑, 𝑙, 𝜖2)-strong seeded extractor and define the following

function nm2Ext∗ : {0, 1}𝑛1 × {0, 1}𝑛2 → {0, 1}𝑙 :

nm2Ext∗ (𝑥,𝑦) def

= Ext(𝑥 ; nm2Ext(𝑥,𝑦)), ∀ 𝑥 ∈ {0, 1}𝑛1 , 𝑦 ∈ {0, 1}𝑛2

We show that the above function is a two-source non-malleable

extractor achieving rate 1/2, with appropriate instantiation of Ext.

Theorem 4.2. If nm2Ext is an (𝑛1, 𝑛2, 𝑘1, 𝑘2, 𝑑, 𝜖1)-strong two-
source unbalanced non-malleable extractor, with 𝑛2 = 𝑜 (𝑛1) and
Ext is an (𝑛1, 𝑘1, 𝑑, 𝑙, 𝜖2)-strong seeded extractor,then nm2Ext∗ is an
(𝑛1, 𝑛2, 𝑘1, 𝑘2, 𝑙, 𝜖1 + 𝜖2)-two-source non-malleable extractor. Further,
if we instantiate Ext with the seeded extractor in Lemma 2.8, with
𝑘1, 𝑙 < 𝑛1/2, then the rate of nm2Ext∗ is 1/2.

Proof. Consider an (𝑛1, 𝑘1)-source 𝑋 , an (𝑛2, 𝑘2)-source 𝑌 and

tampering functions 𝑓 and 𝑔 (with no fixed points). By the nm2Ext
security, we get:

𝑋, nm2Ext(𝑋,𝑌 ), nm2Ext(𝑓 (𝑋 ), 𝑔(𝑌 )) ≈𝜖1 𝑋,𝑈𝑑 , nm2Ext(𝑓 (𝑋 ), 𝑔(𝑌 ))
By applying the function Ext on the first two distributions on either

side and using Lemma 2.2, we get:

Ext(𝑋 ; nm2Ext(𝑋,𝑌 )),nm2Ext(𝑓 (𝑋 ), 𝑔(𝑌 ))
≈𝜖1 Ext(𝑋 ;𝑈𝑑 ), nm2Ext(𝑓 (𝑋 ), 𝑔(𝑌 ))

By security of Ext, since H̃∞ (𝑋 |nm2Ext(𝑓 (𝑋 ), 𝑔(𝑌 ))) ≥ 𝑘1, we
get:

Ext(𝑋 ;𝑈𝑑 ), nm2Ext(𝑓 (𝑋 ), 𝑔(𝑌 )) ≈𝜖2 𝑈𝑙 , nm2Ext(𝑓 (𝑋 ), 𝑔(𝑌 ))
Hence, by triangle inequality, this gives:

Ext(𝑋 ; nm2Ext(𝑋,𝑌 )),nm2Ext(𝑓 (𝑋 ), 𝑔(𝑌 ))
≈𝜖1+𝜖2 𝑈𝑙 , nm2Ext(𝑓 (𝑋 ), 𝑔(𝑌 ))

which proves that nm2Ext∗ is a two-source non-malleable extractor.

Rate. Setting Ext to be the extractor from Lemma 2.8, with 𝑘1, 𝑙 <

𝑛/2 gives nm2Ext∗ a rate of at most (𝑛1/2)/(𝑛1 + 𝑛2) = 1/2. □
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