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Abstmct- In wireless mobile networks, loss of packets is 
mostly because of corruption of data on the wireless link. 
TCP responds to these losses as if they are due to conges- 
tion, and this results in poor throughput. We suggest en- 
hancements to TCP that, if implemented, will help the re- 
ceiver in separately identifying corruption losses and conges- 
tion losses. Based on this information, the receiver will gen- 
erate Explicit Loss Notification (ELN) for the sender. We d e  
rive an expression for the probability of a receiver generating 
successful ELN, assuming a generic link layer protocol that 
is used for data transfer over wireless links. We also suggest 
modiflcations to the sender behavior on receiving successful 
ELN hom the receiver. We compare the proposed scheme 
(called “NewRenoEIn”) and the standard “NewReno” TCP 
via simulation, and flnd considerable improvement in data 
throughput over wireless links. 

I. INTRODUCTION 

N today’s world more arid more people are ruovirig to- I wards using their mobile devices to access the Iuteroet 
either for work or entertaiiimeiit. ltansmission Coritrol Pro- 
tocol (TCP) is tlie ubiquitous transport protocol used in the 
Iuternet world to support applications like telnet, f tp arid 
tittp 111, [Z]. TCP rum above the unreliable arid couuection- 
less Internet Protocol (IP) layer arid provides conriectiou 
orieuted, erid-to-end reliable delivery of applicatiou data. 

TCP assumes that any loss of packets in the rietwork is 
due to  cougestioii in the iiiterriiediate nodes. This m u ~ n p -  
tioii is uot valid for wireless networks as they are character- 
ized by large error rates due to fading, noise, iriterfererice 
from other sources a id  mobile host movement: Thus, in 
wireless networks more packets are lost due to corruptiou in 
the wireless hop as corupared to cougestiori in the wired net- 
work. Current TCP iIiipleIiientatioIis respoud to  ariy such 
loss of packet by reduciug the congestiou widow arid re- 
trarisriiittirig the lost packet.’ If the loss is due to corruptioii, 
then the serider need riot invoke the congestion coritrol pro- 
cedure arid just ttie retrarisrriissioii of the lost packet will be 
enough for recovery. On the other harid if the seuder does 
riot reduce the congestion widow when the loss is iiideed 
due to congestion, tlieri it will result in corigestiori collapse 
in the rietwork arid will result iii more losses arid further 
degradation of throughput. Thus ai effective mectiarusru 
is required, whereby the serider should be able to  ideiitify 
corruption losses witti high probability. 

A lot of research lias beeu doue in thus area, arid mauy au- 
thors have suggested different ways of iiicreasixig throughput 
for TCP trarisuiissiou over wireless networks. The propasals 

suggested in [3] - [5] niaiuly focus ori hiding corruptioii losses 
from the TCP sender by performiug retrausniissioris of auy 
lost data to  avoid tiruwuts. In [6] - [7l, the authors trave 
talked about mechanisms to successfully differeutiate WII- 
gestion loss froru corruptioo loss in various scenarios. These 
schemes rely on iriteririediate riodes to provide sufficient in- 
formation for distinguishing corruption loss from corigestiori 
loss. Such ioecliariisius are riot useful when the IP traffic is 
eucrypted, or when iricorporatiiig TCP-awareness in iuter- 
mediate riodes is not feasible. 111 [SI arid ID], the authors have 
suggested the use of successive iuter-arrival times of packets 
to heuristically distinguish corruptiou loss from congestion 
loss. These mechauisnis work 0x1 eud-to-end basis but are 
not very reliable. 

In the parallel work done in [IO] similar to ours, a new 
scheme to reliably distiuguish corruption loss froru wnges- 
tiori loss is suggested. It uses a separate checksum for tlie 
TCP header. This is the key for generatioo of Explicit Loss 
Notification (ELN) in our proposal as well, but in our anal- 
ysis we take iuto account the lirik level fragmentation of 
TCP packets into smaller frames by ttie base station. Our 
analysis shows clearly that iutroducing a separate cliecksuiu 
for the TCP header definitely iruproves the probability of 
the detectiori of corruptioii loss by tlie receiver. We have 
siiuulated this uew protocol that we call “NewReuoElu” 
in Berkeley’s Iietwork sirriulator ns. We compare the per- 
forriiarices of NewReuoElri arid NewReno in the presence 
of correlated arid raridoni errors, arid show that New% 
rioElri defiuitely results in better throughput as corripared 
to NewReuo over wireless links. 

This paper is organized as follows. Ini Section I1 we pro- 
pose modificatioris to TCP that will help the receiver in 
distiiiguishiiig corruption loss from corigestiori loss. We also 
show through paptis that there is clearly a high probability 
of the receiver ideiitifyirig wrruptiou loss correctly. h i  Sec- 
tiou I11 we propdse modificatioris to TCP serider behavior 
that utilize Explicit Loss Notification iaforuiatiou. hi Sec- 
tion IV we discuss ttie results and show that there is definite 
iriiproveiiiemt in throughput for NewReuoElii as coriipared 
to  NewReuo. In the eud we present couclusious and possible 
future work in this area. 

11. MECHAXISM TO IDENTIFY CORRUPTION LOSSES 
Irt this sectiou we will explain the niediauisiii that we are 

prOpOSiUg to distinguish hetweeu congestion and corruption 
loss. In our work we have assumed a systerii where there is 
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a fixed uode that is a serider arid the receiver is conriected to 
tlie network tlirougli a wireless link (Fig. 1). This wireless 
lirik is the ~ o a i r r  source of corruption errors for the packets 
transmitted by the sender. For the sake of arialysis we will 
also assuuie that corigestiori losses are very few and can be 
ignored as cornpared to corruption losses. 

Klnd 
(Header checksum) 

Wireless Link 
(CorreJ~t2d F x k a t  IoSseEl 

Fig. 1. Mobile Hos1 conneclwl Lo lnrernel over Wireless link. 

We have assumed a generic link layer protocol between 
base statioii arid mobile host. The base station will frag- 
ment the TCP packet iiito inultiple frames and will add 
some error corrtrol bits before transriiittirig the paeket oii 

the wireless link. Due to the high bit error rate on the wire- 
less link, some of these frarries will be lost or witl be received 
in error IJY the receiver. Normally, the link layer protocol 
will discard such corrupted frames aiid the TCP/IP layer 
will riot receive the complete packet. We propose that link 
layer protocol be modified such that it does riot discard 
corrupted frames. TCP/IP layer will anyway calculate the 
checksurn 011 tlie packet arid will detect the error. Since 
the checksum is calculated over both the header arid data 
portions, the receiver cannot believe the header iriforinatiou 
of the corrupted packet, as the header itself rnight have got 
corrupted. The TCP protocol at the receiver discards such 
packets arid no iuformatiori is seut to the sender. 

Len= 4 16-bit header 
checksum 

Fig. 2. TCP Header Checksum Oplian, along wilh dala packels rrom 
sender lo rseiver. 

We propose that the TCP lieder atoiig with the pseudo- 
lieder be separately protected by their own header rlieck- 
sum. The TCP header is 20 bytes long arid consists of 
source a id  destiiiatiori port number, sequeuce riuriiber arid 
ackriowledgirient number, header leoyti, control Rags, win- 
dow size, .TCP checksum and urgent pointer. The pseudo- 
tieader as defiiied in [I] iiicludes source arid destination IP 
address, protocol field arid 16-bit total length of packet. The 
purpose is to let TCP doublecheck that the data has arrived 
at the correct destiriatiori (i.e.> that IP tias iiot accepted a 
datagram that is riot addressed to this host, arid that IP 
has not given TCP a datagram that is for another upper 
layer e.g. UDP). The header checksum will be calculated 
ON all the fields of TCP header arid pseudwtieader except 
the TCP ctiecksum (origiuai cliecksurri that is calculated for 

both header arid data). This header checksum will be car- 
ried iii the option field (Fig. 2) that will be attached to 
TCP header. 

During connection setup, sender a i d  receiver will ex- 
change iiiforrriatioii 011 whether to use this lieu' sctieiiie or 
not, usiug the SYN packets. While requestirig for a coiiiiec- 
tiou, the receiver (mobile host) wilt add an option field (Fig. 
3) to the SYN packet askirig for peniiissioii to seud ELN 
based ou TCP header checksum along with ACK packets. 
The serider (fixed node) will perrriit the use of ttiis option 
usirig the same optioii field aloiig &,it11 the SYN packet in 
reverse direction. 

Len = 2 Kina 
iELN requestedipwmltted) 

1 byte 1 byta 

Fig. 3. Explidl Loss Nolilicalion requesled Oplion, along wilh SYN 
packel lroin receiver lo sender and ELN permilled oplion, along wilh 
SYN packel lrom sender l o  ieceiuer. 

This option will riot be sent in nom-SYN packets. If tlie 
sender does not receive this optiori in the SYN segment then 
i t  must riot seud header checksurn on the data packets. If 
tlie receiver does iiot receive this option in the SYN segirieiit 
the11 it must riot geiierate ACK packets with ELN informa- 
tion. 

The TCP/IP protocol is modified in the receiver to check 
the checksurn on the complete TCP packet that iiicludes 
header aiid data, arid to separately calculate the checksum 
011 the tieader portion. Iri case the checksum ctieck 011 the 
whole packet fails but the c l i d  on the tieader is success- 
ful, the11 surely this is a case of corruption of packet OII the 
wireless link. Irr this c a e  the receiver will generate reliable 
ELK for the sender, as it now lias the curriplete socket ad- 
dress iuforruatiori as well as ttie sequence iiuriiler of ttie lost 
packet. 111 case the checksuni check fails for the header, the 
packet is silently discarded. 

Fig. 4. S l o l ~ e d  limeiine lor packels/lrmnes over wirelem link 

Now we will evaluate the probability that a receiver is able 
to  provide ELN to the sender. We will follow the arialysis 
for packet loss in wireless lirik u,ith correlated losses in [ll]. 
We iriodel tlie wireless link as a discrete tiirie Markov chaiii 
with two states: good arid bad. Tiirie is slotted in  uuits of 
packet/ frame trausuiission time (Fig. 4). The arialysis will 
use both frame aiid packet traiisiuission times. 

We assume that packet trarisirrission starts orily at slot 
bouridaries t l ,  tk+1 etc. If the ctta~inel is in ttie good state 
at  time t i ,  them the transmission starting at  time t k  will be 
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successful with probability 1 arid when tlie clia~mel is in the 
bad state a t  time t ; ,  then the packet/frame trarisrnissiou 
stwtiiig at time 1* will fail with probability 1. Also it is 
assurried that tlie diarinel state cliruiges orily at the slot 
boundary. For such a cliaimel tlie trarisitiori probability 
matrix is given by 

where M c P ( z )  = (M&)= 
Here M c p ( z )  denotes tlie x-step transition probability 

matrix arid M c p  denotes the sirrgle-step transition proba- 
bility matrix. Tlius Poo(z) deriotes the probability that 
transniissioii in slot i is successful given that tlie trausmis- 
siori in slot i - z was successful. Siniilarly PGB denotes tlie 
success to failure probability: PEG denotes the failure to 
success probalility arid PBB denotes ttie failure to failure 
probatility. 

Giveii the matrix M c p ,  the cliaririel properties are COIII- 

pletely characterized. In particular, it is possible to fiiid 
tlie steady state distribution of the chain. The steuly state 
probability that a packet error occurs, PE, is 

1 - PGG PE = 
2 - PGG - PBB 

(3) 

Also, for a Rayleigh faling cllaniiel with a fading margin 
F: the average packet error rate can be found as 

PE = 1 - e--lJF (4) 

Tlie Markov parameter PBB is given as 

p is ttie Gaussian correlatioq coefficieut of two successive 
samples of the cormplex amplitude of a fadilig clianriel with 
Doppler frequency in Hertz fd, takeii T seconds apart. f d T  
is the iiorrualized Doppler baiidwidth arid is the iiicticatioii 
of correlation in tlie wireless clianiiel. Lower value of f d T  
(= 0.01) indicates high correlation in the chiuirrel arid larger 
values (= 0.5) irrdicates low correlatioii approadiiiig (Iiide 
periderit Identically Distributed) IID characteristics for tlie 
channel. fd is calculated its 

where U is the velocity of tlre mobile host in meters/sec, 
fc is the carrier frequency in Hertz arid c is the speed of 
light in nieters/sec. T is the packet trarisrriissiou time in 
seconds on the channel arid is calculated as 

(7) 

where K p  is tlie packet size in bits arid bw is ttie-band- 
width of tlie channel iii bits/sec. Jo(.) is the Bessel function 
of ttie first kind arid zero order. &(., .) is the Marcurn Q 
fuiictiori given by 

Io(.) is the modified Bessel fuiictiori of first kind arid zero 
order. Now we cari calculate the chaniiel parameters for 
trarisrriissiori of TCP packets of different sizes arid for dif- 
ferent values of packet error probability, speed of iiiobile arid 
baridwidtli available for trarisrriissiou. 

TABLE I 
NORMALIZED DOPPLER BANDWIDTH f d T  FOR VARIOLS VALUES OF 

MOBILE SPEED AND BANDWIDTH OF WIRELESS L N K .  

[ S. Yo. 1 Mobile Speed I Bandwidth of I fdT I 

We can easily ulapt tlie same approach to the frames. 
Tlie slot time is defiiied as the frame trarisrriissioxi tiine in 
this case. Here we can calculate the Markov chauiel pa- 
rameters for a giveu FE (Frame error probability), rnobile 
speed, bandwidth arrd size of frame K F .  Here 

K P  KF = - N 
wlieri a packet of size Kp is fragiriented into N (fragmen- 

tation factor) frames, each of size KF.  We can denote the 
tramitioii probability matrix for frames as 

The steady state probability that a frarrie error occurs is 

We will now calculate packet error probability given the 
transition probability matrix for the frames. A packet will 
be received in error if any of the frariies is received in error. 
Tliis can be written as 

Here we are first calculating the probabiiity that all tlie 
N frames of the packet are received without error, when the 
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previous frame was received iii either good or bad mi!ditiou, 
arid then subtracting it from one. In our aiidysis we assuuie 
that the receiver will be able to correctly decode lieader 
iiifoririatiori only when the first arid last frames of the packet 
are received correctly. Thus, if the first and/or last frame 
of the packet is fouiid hi error, we will conclude that header 
is fourid in error. We will denote this term by header error 
probability H E .  This is given by 

(13) 
HE = ((1 - FE) FGB + FEFEE) 

+ ((1 - FEIFGO + FEFBG) (FGB(N - 1)) 

In the above expression the first terrii denotes the case 
where the first frame is received in error. The secoiid tertii 
denotes the w e  where the first frame is received s u c c ~ s -  
fully but the last frame is received in error. Let us denote 
ttie probability that the receiver will s e d  successful ELN 
inforniatioii to tlie sender given that packet is received in 
error by PELNS. Also PELNF denotes that receiver will uot 
send KLN iofoririatioii to the sender. Now PELNF is just 
the probability that first or last frame is received in error 
given that packet w'a~, received in error. This is giveii by 

Kind 
(ELN ACK) 

Usiiig the expressioiis we have derived above, we can now 
calculate the probability that the serider will receive ELN 
information from the receiver, given the packet error rate. 
We assume that there are no errors in the feedback path. 

0.9 

0 8  

r . ' -*i ih+ku ' .* . -. 
.\ Len 32-bit swuence number 

of corrupted segment 

........... , 
.. ... 

(O! to'* IO" 
P s c b l  .mrpnrMi tyPE 

Fig. 5. Successlul Explicil Loss Nolificalion Probabilily versus Packet 
error probabili1y;lor N = 15 and dilTeren1 value8 or jdT. 

There is high probability that the receiver will be able 
to distinguish corruptioii loss from congestion loss (Fig. 5), 
when the diaririel is iiot highly correlated (for high values 
of f d T ) .  hi case the channel is highly correlated (for low 
values of f d T ) ,  then it is more probable that either the first 
or last frame of the packet will be in error a i d  thus the 
receiver will iiot be able to  distinguish coogestion loss from 
corruption loss. 

Fig. 6. Succedul Explicil Loss Nolilicdion Probabi1il.y i e m u ~  Packet 
error probabilily, lor diITeren1 Y ~ I U ~ B  rragmeniaiian r=mr N. 

Fig. 6 shows that for a tiigli fragrrieiitatioii factor there is 
more cliarice that the receiver will receive the first and last 
frames without any error. 

111. T C P  RECOVERY FOR NEWRENOELY 
h i  this section we will explairi the recovery procedure that 

sender arid receiver aliould undertake orice a corruptioii loss 
is identified. If the receiver finds that the received packet 
is corrupted but the header checksum validates that header 
inforiiiatioii is correct, then ttie receiver will generate the 
duplicate ACK and i t  will also attach ELN .4CK optiori 
field to the packet. 

Fig. 7. ELN ACK option along wilh duplicale 4CK packeLs 

When the sender receives an ACK packet without the 
KLii ACK option field, it will process it according to 
NewRerio protocol. If tlie serider receives a duplicate ACK 
witti ELN ACK optiori attaclid, tlieii it will retraiisuiit 
the corrupted packet, as iudicated by the ELN ACK option 
field. It will also restart the timeout timer for this packet. 
The sender will iiot make auy changes to the corigestion 
wiridow parameters. 

1v. SIMULATION RESULTS AND DISCUSSIOX 
We have simulated NewRerioElri TCP protocol usiiig 

Berkley's iietwork siiiiulator ns 1121 for various conditioiis 
iiicludiiig differelit riiobile host speeds, bandwidth of wire- 
less link arid frapetatioii factor. We assume a correlated 
channel a i d  at the receiver we take the PELNS values as 
derived in the Section I1 to generate duplicate ACK with 
ELii ACK option field. We have compared the throughput 
of iiewRenoKln with ttie throughput achieved by NewRerio 
protocol in sirriilar conditions. Sorue of these results are pre- 
sented here. h all the graphs we aesuiiie dupack threshold 
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v. CONCLUSIONS AND FUTURE WORK 

W-e have shown in this paper that using a separate check- 
sum for the TCP header provides inecliariisrii for differeri- 
tiatirig corigestion loss frorri corruption loss. We have de- 
veloped the analysis for a generic link layer protocol in this 
paper. We have also stiowri that the NewRerioEln protocol, 
based on successful detection of corruption losses, will per- 
forrri better than NewRerio uuder various couditions. We 
have shown the effect of correlatiori in the channel arid 
fragrnentation factor oii the performarice of NewReno arid 0 2  

There ille various possibilities for future work. This iri- 
eludes exteridimg the generic link layer protocol to lirik layer 

I" ?*, 1 " '  80' urotocol of suecific tectiriolorv (ex. Radio Link Protocol 

+ NewReno ldT=O.42 " \  
NwRonoEln fdT.O.42 +& 

-1 I I .. .. 
Partn,€4ollal* RLP of GSM or IEEE 802.11 WLAN) arid studying the 

Fig. 
vemus packel error rale. W,nwz = 6: N = 13. 

ThrOughpUl perlorn,ance orTCP NewReno and NewRenoEln effect of using header checksurn. We also need to see tlie 
behavior of the protocol in tlie actual network enviromnent. 
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